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Foreword
Moving on for InterComms; the project has been going now for 14 years, we have grown our distribution by extending yet again our conference reach, as well as now our workshop reach.
We have some excellent papers from the Broadband Forum looking at the future of Cloud and Data.
The TM Forum have once again let us know what is happening and where we should be looking in the management of our systems with three up-to-date papers.
We have the "where we are and where we are going," with the Internet of Everything, from the IPv6 Forum; this is a unique paper and should lead to discussion at the many events we are at.
We spent time With Hamadoun Touré, Secretary General of the ITU, to discuss the three big topics: Data, Cloud and Digital Divide, this provides insight of where the top is viewing progress and need for legislation.
We thank our friends from the Commonwealth Telecommunications Organisation for releasing their news through us and also distributing InterComms worldwide to their country members and at their events.
As always, if you have any questions or views, good or bad, please let me know as this is the only way we will be here for another 14 years.
Kind Regards
Robert Alcock
Co-Founder, InterComms
robert.alcock@intercomms.net
The Future of Data, Cloud and Divide
Robert Alcock talks to Hamadoun Touré about big data, cloud services and bridging the digital divide
Q: How do you view the growth of data traffic and what issues do you see?
A: Triggered by the growing number of Internet connections, monthly Internet protocol (IP) traffic has skyrocketed from the modest 1 petabyte two decades ago, to an estimated 58,000 petabytes in 2013. Just as a comparison, in 2013 IP traffic grew by some 14,000 petabytes, the equivalent of twice the global cumulated traffic over the whole first decade of the Internet, from 1994 to 2003. These tremendous volumes are driven by growth in the number of connected people and devices, and the growing availability of abundant, diversified, and in most cases free online content and services. By the end of 2013, the estimated number of applications downloaded over all types of mobile devices (smartphones, tablets, various consoles, etc.) surpassed 100 billion.
Importantly, the large streams of data generated by the over-the-top players (or the content providers like Google, YouTube and Facebook), are not only growing at a spectacular rate, but are also changing in nature. While back in 2011, two-thirds of overall IP traffic was still traditional, the trend is being inverted and cloud-based traffic is expected to represent not less than two thirds of overall flows in 2016.
All those trends, from the growth of IP traffic to the growth of the traffic in the cloud to the growth in applications take up, have all bearings to a host of new issues for both consumers and regulators, going across national borders and challenging existing regulatory frameworks. To mention just a few – privacy and data protection, saturation of mobile networks and content regulation all deserve regulatory attention and adequate response to continue to enable innovation and growth in online services while protecting consumers, both businesses and individuals.
Q: Are we at a stage with cloud where we need more regulation?
A: Cloud computing is part of a dynamic digital environment and effective regulation can serve as a facilitator to foster the uptake of cloud-based services. Instead of introducing more regulation, however, it would be appropriate to lean towards a light-touch approach and focus on targeted regulation. Targeting specific issues that arise as part of its organic growth, such as interoperability, contractual issues, data protection and portability, will help reap the full potential of cloud computing.
To leverage on the synergies offered by cloud computing across the board, there is a growing need for regulatory co-operation and transparency in order to harmonize jurisdictions and provide clear and quick reactions to transborder problems. For instance, developing standards to ensure interoperability helps eliminate unnecessary restrictions on the flow of data; encouraging data portability not only avoids technical incompatibility and directly benefits consumers but also facilitates market liberalization, enabling a more competitive environment.
Q: With more cloud applications being used are we getting to a stage of confused ownership of what is in the cloud?
A: The fact that we went from having 89 countries with adopted privacy and data protection laws in 2012 to 99 countries in 2013 reflects the growth of uncertainties about data ownership but also that this issue is being placed high on the political agenda in a growing number of jurisdictions. Another symptom of this uncertainty is the increased numbers of privacy enhancing technologies such as encryption models, private authentication protocols and anonymization techniques. These data protection issues arise in the public domain of the cloud environment, where users are less able to affect the technical structure that forms the cloud service.
The need for harmonization of international data protection policies is a pressing issue as the transborder nature of cloud services creates uncertainties about applicable law and whether the use of these services can be carried out in a compliant manner.
Privacy problems, however, could be alleviated with contractual transparency between the communication service provider, the cloud service provider and the end user. Self-regulation by the cloud service providers is also encouraged for it facilitates constant reaction to technology progression and provides strong incentives for compliance once it can foster the promotion of best practices.
Q: How can cloud be used to help bridge the digital divide?
A: Cloud computing offers a new economic model for ICTs by creating new ways to invest and operate IT resources. With cloud-based services, companies are potentially able to decrease costs once IT resources are administered by the cloud computing provider. Fewer dedicated ICT personnel required along with less IT infrastructure investment increases the ease of creating business. These opportunities for economies of scale constitute a considerable incentive for, for example, ICT development in Africa. The reduced risk attracts more business opportunities, fostering economic growth and helping bridge the digital divide.
Another example is the availability of online services through the cloud computing: it frees companies and individual users from the need to acquire hardware and software by paying instead for the resources used, considerably decreasing the fixed costs. Moreover, the scalability of cloud services enables increased productivity and improved responsiveness to changing customer demands and market conditions.
Q: Are there any good cases of this?
A: Data centres are the very bedrock of cloud computing and Africa is now a home to many of these (in 2011 there were 112 data centres within the African continent, according to Balancing-Act Africa, a consultancy). International companies see data centres as an attractive low-cost opportunity, which consequently reduces service access costs for locals (because physical proximity engenders savings in bandwidth budgets). Despite the development of international data transmission links between Africa and the rest of the world, the costs associated with the bandwidth necessary for transferring “African data” to and from cloud computing resources located outside Africa (whether for storage or for data consultation purposes) are so high that it is indeed more advantageous to construct data storage centres in Africa. The construction of these data centres enables the African continent to benefit from cloud computing, not only being a business opportunity but also reducing the cost for local use, thus bridging the digital divide.
From the feedback received from the players involved in the development of the African ICT sector in a survey administered by ITU in 2012, it is clear that the market is active and that African players are already engaged in the cloud computing adventure. Countries must now align their regulations with international market requirements and sufficiently train human resources to enable Africa to fully seize this opportunity.
Q: For years ITU has been moving to close the digital divide: where are we and are we looking forward positively?
A: Recent ITU analysis points to a significant divide between the developed and developing world in terms of the adoption, take up and use of ICTs. But the digital divide is also shifting over time and is most evident for more recent technologies, such as broadband and 3G mobile.
Concretely, the gap today points to the considerable differences that exist between the developed and developing world in terms of Internet users and fixed (wired)-broadband and wireless broadband subscriptions. In many developing countries, broadband access remains very limited, and still today some countries have not yet launched 3G high-speed mobile broadband networks, effectively limiting the potential to bring more people online. On a positive note, however, it is worth noting that those indicators are growing twice faster in developing countries. This is an encouraging development, suggesting that developing countries are catching up.
Many factors account for the persisting digital divide. For instance, while developed countries have reached very high levels of literacy and school enrolment, developing countries need to ensure that all citizens are equipped with basic skills to enable them to participate in the information society. This is particularly – and increasingly – important as infrastructure barriers are being overcome and ICTs are made available to an increasingly large proportion of the world’s population.
Q: Where have the most gains been?
A: In developing countries, mobile telephony has been central in making ICT services available to large sections of the population. According to ITU data, at the end of 2013 the number of mobile-cellular subscriptions approaches 7 billion and mobile broadband is the most dynamic market, with 2.1 billion subscriptions globally. This unprecedented reach of mobile technologies could provide a powerful channel for reaching various development goals. Nevertheless, much remains to be done to increase the penetration of mobile services in many developing countries, particularly in rural areas, as well as their affordability, and in particular this of mobile broadband services.
Overall, affordable, ubiquitous broadband networks are today as critical to social and economic prosperity as networks like transport, water and power. Broadband has become a key priority both on the political and the development agenda of many countries across all regions as its transformative power of enabler for economic and social growth makes it an essential tool for accelerating sustainable development.
Broadband infrastructure, applications and services have become critical to virtually all areas of life, from receiving training and education to healthcare to making business. The power of broadband contributes to improving people’s lives in many different ways, through more efficient delivery of public services, job creation and improved environmental management. Broadband is seen increasingly as an essential tool for empowering people, creating an environment that nurtures the technological and service innovation, and triggering positive change in business processes as well as in society as a whole.
Q: How in the future is the ITU going to work to provide 1st world solutions to these areas?
A: Mobile communications, and especially mobile broadband, have great potential which is still to be leveraged for development and new opportunities can be grasped to improve health, education, agriculture, trade and commerce. This is why, in 2012 in Dubai, ITU launched two new initiatives aimed at achieving sustainable development by harnessing smart ICTs, in particular mobile broadband. Mobile devices for m-Powering Development are seen both as “empowering” users as well as “powering” development and economic activity.
Q: Are there underused technologies such as satellite than can provide a quicker solution?
A: Satellite telecommunications technology has the potential to accelerate the availability of high-speed Internet services in developing countries, including least-developed countries and land-locked and island nations. Under certain conditions, satellite may prove an attractive option for businesses and government offices that cannot access other communications services, often due to their remote or rural location. Satellite broadband, in particular, enables new applications that provide services to mobile sites – for example, ships, trains, planes and vehicles, in addition to fixed locations.
Once operational, satellite represents instant infrastructure, independent of terrain or distance. Satellite connectivity can provide solutions in various ways – backhaul and last mile via wireless, community telecentres, or directly to dishes at home. Some of the inherent limitations of satellite systems (and especially those suitable for broadband services), such as their high upfront cost, some latency issues and issues related to the dependence from atmospheric conditions, however, practically offset the wide adoption of broadband satellite services beyond remote and rural areas.
For more information please visit: www.itu.int
The ADSL Blackout: a Reality this 2014 in Andorra
InterComms talks with Jordi Nadal, CEO, Andorra Telecom
100% of the inhabited areas of the Principality have access to fiber optics
Jordi Nadal is the CEO of Andorra Telecom. He has been part of Andorra Telecom's team since 1994. Mr Nadal has a degree in marketing from EADA and a Telecommunications Engineer Master from the Polytechnic University of Catalonia (UPC).
Andorra Telecom has set a November 1st, 2014 deadline to dismantle the ADSL Internet connection system.
This is an ambitious project in which Andorra Telecom has been working for 2 years and it is possible by a display of 100% fiber optics network throughout the country.
Andorra Telecom is the public operator that manages and operates exclusively within the territory of Andorra telecommunications services in general: land line telephony, mobile telephony, data transmission and Internet and the technical infrastructure and national networks of sound radio and Television Broadcasting Digital Terrestrial (DTT).
Jordi Nadal, General Director of the company explains how they can meet this challenge:
"Andorra Telecom's investment for Internet connectivity through a fiber optics network began in 2008. Actually the deployment has been very fast and today we can say that 100% of the inhabited areas of the Principality have access to fiber optics and that 93% of Internet connections are made through this system."
And to achieve that, we have joined efforts to inform the benefits of this system and to provide an attractive product to our customers.
Andorra is a country with a fairly fragmented population. There is a core with a high concentration of people of about 5,000 inhabitants and the rest is divided up into smaller groups to account for 68,000 now living in the Principality to which we must add them to the second home residences and hotels. Achieving this rate of implementation has been a major challenge and it allows us now to dismantle the ADSL network and to offer our subscribers more and better services.
How and why did you outline this blackout?
The reason is quite simple to understand. To maintain two networks is a great cost to the company and ADSL technical support is going down and that could conflict in the coming years.
To understand how we can raise the internet ADSL service blackout, you have to go back to the year 2008 in which Andorra Telecom made a firm commitment to get Fiber Optic in a few years and reach a 100% penetration of service in the country populated areas. This penetration percentage is what has allowed us to raise the blackout with the peace of mind to guarantee the Internet service in any home in Andorra.
Our offer of Fiber Optics is divided into different packages that include fixed telephony, Internet and TV.
The blackout was outlined in a progressive way and trying to meet the needs of every segment of the population, we offered very competitive prices and constant improvements in products that used this technology.
And in this sense we have been making different information campaigns, as I said very segmented, so ADSL customers could compare the rates and products being offered with Fiber Optics.
This effort will culminate on November 1st with ADSL blackout in Andorra.
For more information visit:
www.andorratelecom.com
The Internet of Things through IPv6: An Analysis of Challenges, Solutions and Opportunities
by Antonio J. Jara, Latif Ladid and Antonio Skarmeta. An extract from their research project IoT6
The number of things that are connected to the Internet is growing exponentially. This has led to defining a new conception of Internet, the commonly called Internet of Things.
Internet of Things ecosystems are composed, on the one hand, of so called smart objects, i.e., tiny and highly constrained physical devices in terms of memory capacity, computation capability, energy autonomy, and communication capabilities. On the other hand, Internet of Things is made up of identification tags and codes that allow identifying a specific thing in a unique and global way.
Several technologies are enabling these types of things.
First, dealing with smart objects we can find technologies such as 6LoWPAN for Wireless Sensor Networks (IEEE 802.15.4), Bluetooth Low Energy (IEEE 802.15.1) for Wireless Personal Area Networks, WiFi Low Power (IEEE 802.11) for Wireless Local Area Networks, and finally Long Term Evolution Advanced (LTE-A) for machine to machine communications in Wide Area Networks.
Second, for the identification of things the most extended technologies are barcode for the simple identification of a resource (e.g., product identifier), Quick Response (QR) or matrix barcodes for the extended identification of a resource (e.g., plain text and Universal Resource Locators (URLs)), Radio Frequency Identification (RFID) for the digital identification of resources with capabilities for multiple resource identification, identification out of line of sight, and extended identification capability. Finally, Near Field Communication (NFC) for the digital identification of resources through personal devices such as smart phones, and the establishment of peer-to-peer (P2P) communications.
Finally, other existing Internet technologies and devices such as smart phones, tablets, laptops, industrial technologies, appliances, and building automation are also considered part of the Internet of Things.
This new conception of extending Internet to any relevant thing is feasible thanks to the new version of the Internet Protocol (IPv6). IPv6 spreads the addressing space in order to support all the emerging Internet-enabled devices.
IPv6 has been designed to provide secure communications to users and mobility for all devices attached to the user; thereby users can always be connected.
IPv6 features are what have made it possible to think about connecting all the objects and to build the Internet of Things.
The objective of the Internet of Things is the integration and unification of all communications systems that surround us. Hence, the systems can get a total control and access to the other systems in order to provide ubiquitous communication and computing with the purpose of defining a new generation of services.
IPv6 is considered the most suitable technology for the Internet of Things, since it offers scalability, flexibility, tested, extended, ubiquitous, open, and end-to-end connectivity.
For that reason, some efforts are being carried out to provide mechanisms for enabling an IPv6 address for each one of the things; ranging from identification tags and legacy technologies to the mentioned emerging technologies to build smart objects. Thereby, the integration of multi-technology networks in a common all-IP network is reached.
For the first nature of devices, i.e., identification tags, and legacy technologies from building automation and industrial control the IPv6 Addressing Proxy technology has been proposed, and for the second nature of devices, i.e., emerging technologies such as Bluetooth Low Energy and to offer a lightweight integration of IPv6 header for global communications an optimization of 6LoWPAN, denominated GLoWBAL IPv6 has been proposed.
Thereby, Internet of Things is moving towards a more ubiquitous and mobile Internet-powered ecosystem.
Once all the things are IPv6 addressable, we can consider that they are also empowered with all the IP protocols, i.e., protocol for mobility such as MIPv6 and security such as IPSec. However, it is not feasible for all the things and resources integrated into the Internet of Things ecosystems to be associated with protocols designed with the considerations of devices with higher capabilities.
Internet of Things devices, the so-called smart objects, are energy and resource constrained, host based protocols require most of the signalling on end nodes and because the design features of the Internet of Things networks were not considered in the design issues of the host based protocols. For example, considering a network with the technology 6LoWPAN over IEEE 802.15.4, a 6LoWPAN node may run out of energy causing a fault in the network, this has restriction in size packets and this presents aggressive techniques to conserve energy by using of sleep schedules with long sleep periods, they just wake up to receive IPv6 signalling messages, this feature introduces delays in the reception of messages because they are not attended until that the node wakes up. Therefore, these delays, power restrictions, and packet size restrictions are not considered in the current IPv6 protocols.
Nevertheless, Mobility management and security continue being required for the Internet of Things.
Mobility management is a desired feature for the emerging Internet of Things. Mobility-aware solutions increase the connectivity and enhance adaptability to changes of location and infrastructure. Internet of Things is enabling a new generation of dynamic ecosystems in environments such as smart cities and hospitals.
Dynamic ecosystems require ubiquitous access to Internet, seamless handover, flexible roaming policies, and an interoperable mobility protocol with the existing Internet infrastructure. These features are challenges for Internet of Things devices due to their constraints. The work presented in [1, 2] analysis of the requirements, desirable features, existing solutions and proposes, on the one hand, detection of movement direction for IEEE 802.15.4 radios to offer a fast handover, and on the other hand, an efficient solution for constrained environments compatible with IPv6-existing protocols, i.e., Mobile IPv6.
Both solutions present a proper performance and solution, but the solution based on Lightweight Mobile IPv6 needs to be highlighted, since one of the major considerations for the Internet of Things is to offer scalable and inter-domain solutions that are not limited to specific application domains or infrastructure.
The integration and interoperability with the existing infrastructure is one of main requirements for mobility management in dynamic ecosystems, since mobile nodes require the capability to use other networks during roaming. For that reason, it is important to offer a highly compatible solution with available access points, routers and networks.
IPv6-based solutions are key enablers for the success of the Internet of Things interoperability, acceptance and integration.
In addition to the mobility, security is a high requirement for the Internet of Things. This close relationship between the cybernetic and the physical world enabled by the Internet of Things carries with it vulnerabilities in terms of security and privacy. Since vulnerability is now not simply limited to the hardware of our computer, as well it is also able to reach our energy systems, physical access control systems, and even when we cross the street in a smart city.
For that reason, security and privacy are considered as one of the major issues for the Internet of Things. Security is already considered as a big issue in the current digital society, and several solutions and mechanism have been built. Therefore, part of the path is already paved, the major challenge now is how to extend these mechanisms to the Internet of Things devices, define new mechanisms more focused on identity and privacy, and the most important challenge, how to make them scalable and feasible for a future with billions of devices interconnected to Internet.
Security is also an inherent requirement for the mobility management, since this offers the capability to redirect traffic to a new address and claim the identity of a node. Therefore, mobility opens a high number of vulnerabilities for the man in the middle attacks, identity supplantation, and data integrity. In order to avoid these vulnerabilities, we require the authentication of the mobile node such as is carried out in Mobile IPv6 with the trust relationship between the mobile node and its home agent.
In our previous works have been designed, developed and evaluated a scalable secure protocol for IPv6, i.e., IPSec.
IPSec support was mandatory with IPv6, but since its complexity and use for very specific use cases such as virtual private networks, tunnelling protection, and related IPv6 protocols, it has been considered to make it optional.
Although IPSec is not considered mandatory much more for IPv6 hosts, it continues being useful and relevant for IPv6-related protocols such as MIPv6. In particular, IPSec used by the MIPv6 protocols, where IPSec is used to protect the communications between the mobile node and the home agent.
IPSec presents two challenges, first, the cryptosuite which is to be used, and second the overhead from the IPSec headers. For the first issues, an optimization of the Elliptic Curve Cryptography to offer a suitable asymmetric key cryptography for constrained devices is presented, regarding the overhead; a lightweight integration of IPSec is analyzed.
The described evolution from the Internet of Things towards a ubiquitous and mobile Internet is having influence in several application areas and market sectors.
Security is a major requirement in clinical environments, since the security vulnerabilities directly affect patient health and privacy. For example, first, a Deny of Service (DoS) attack could stop continuous vital sign monitoring of a critical patient, consequently in case of anomalies, there would be no alarm. Second, impersonation attack could reply false information from a patient, e.g. informing that he is not in danger when he is. Therefore, the need for security mechanisms is clear to prevent the attacks and to minimize the adverse effects of such attacks in the healthcare market.
Internet of Things is considered one of the major communication advances in recent years, since it offers the basis for the development of cooperative services and applications. Extensive research using this concept in different areas, such as building automation, Intelligent Transport Systems, and in particular for healthcare, is being carried out. For example, its potential for mobile health applications has been reported in [3, 4], showing its potential identification capacities for drug identification, and its communication capabilities in offering ubiquitous therapy by providing wireless and mobility capabilities for personal devices and smart objects, in addition to allowing the collection of data anytime and anywhere.
This work analyses the developed enablers to exploit the aforementioned Internet of Things capabilities in order to build a communication architecture that allows to exploit the IPv6 potential for the Internet of Things.
1 A. Jara, R. M. Silva, J. Silva, M. Zamora, and A. Skarmeta, “Mobile IPv6 over Wireless Sensor Networks (6LoWPAN) Issues and feasibility,” in Proc. of the 7th European Conference on Wireless Sensor Networks (EWSN’10), Coimbra, Portugal, February 2010.
2 A. J. Jara, R. Silva, J. S. Silva, M. A. Zamora, and A. F. Skarmeta, “Mobile IP-based Protocol for Wireless Personal Area Networks in Critical Environments,” Wireless Personal Communications, vol. 61, no. 4, pp. 711–737, 2011.
3 A. J. Jara, M. A. Zamora-Izquierdo, and A. F. Skarmeta, “Interconnection Framework for mHealth and Remote Monitoring Based on the Internet of Things,” IEEE Journal on Selected Areas in Communications, vol. 31, no. 9, pp. 47–65, 2013.
4 A. J. Jara, M. A. Zamora, and A. F. Skarmeta, “An initial approach to support mobility in hospital wireless sensor networks based on 6lowpan (hwsn6),” Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable Applications (JoWUA), vol. 1, no. 2/3, pp. 107–122, 2010.
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www.iot6.eu
Combining Lifetime Extension for Legacy Networks and Smooth Migration to the Next Generation
Siemens Convergence Creators offers an attractive new opportunity for an extended utilization of CSPs’ operational infrastructures
Thomas Köhler, Siemens Convergence Creators
Thomas Köhler is head of Business Unit “Professional Services for Telco/Media” at Siemens Convergence Creators, covering a broad range of professional services and solutions in the field of service enablement, such as “Lifetime Extension & Care Services for Legacy Networks” or the “bonusXpress” loyalty solution.
After starting his career at Siemens as a software service engineer for industry IT solutions, Thomas headed the core switch R&D unit for GSM for seven years. Then he took over the management of OSS/BSS topics before changing to professional services.
Thomas holds a Master (Magister) of Business Informatics from the University of Vienna, Austria.
Siemens Convergence Creators (CVC) is a well established provider of software products and services in the telecommunication industry. During the past 50 years, CVC has gained a wide range of knowledge and project experience which builds a solid foundation for our carrier grade solutions, as well as consulting and maintenance offering. The CVC portfolio ranges from lifetime extension of legacy networks to innovative solutions for future communication needs of businesses and consumers.
"During the past years we have recognized the difficulty of CSPs to get the necessary support for their legacy networks. The support was either cancelled because network elements had reached the end of their lives, or a new contract was tied to specific terms, such as upgrading or migrating to a specific system. Siemens CVC decided to extend the lifetimes of CSPs’ network elements for as long as they need them. The goal here is not to stick to legacy networks forever but to give operators enough time to check alternatives and build strategies for the future. During this time we keep the existing network alive, offer support, integrate new components in the old environment and give support when migrating to a new technology or vendor. Together with our reliable service and hardware partners we are able to support CSPs even beyond the end of life of their equipment," says Thomas Köhler.
Siemens Convergence Creators acts independently from network and IT equipment vendors, but has strong partnerships with leading market players. Thanks to years of experience, Siemens Convergence Creators combines superior technology expertise, OSS/BSS domain knowledge, end-to-end telecom process know-how as well as IT solutions and integration competence for all telecom core processes.
Smooth operation of IT resources is vital for telecom operators. Expiring lifetimes of existing equipment represent a challenge for the continued operation of networks. When vendors of IT equipment declare the end of life of hardware and software components, operators are in a quandary. They can invest in new technologies, reduce their service offerings by switching off the parts concerned or negotiate special agreements for keeping up the support. All three options have one thing in common: They cost the company a lot – either in terms of money or customer satisfaction.
Siemens CVC’s lifetime extension services offer an attractive new opportunity
Lifetime extension and care services provide reliable support beyond product lifecycles. They allow legacy systems to be maintained as long as desired by CSPs. A broad range of service options ensures the excellent performance of networks at all times. Our optimization services help CSPs to reduce operating costs and increase service quality through constant network optimization. The Global Service Desk with its 24/7 support is the central point of contact in the event of problems.
Peace of mind thanks to established service competence
More and more telecommunication providers rely on the competence of Siemens CVC for maintenance of their networks. Due to our profound know-how in the development of telecommunication equipment we are in a position to provide top-level service for these network elements.
Our maintenance contracts comprise software and hardware maintenance services for fixed, mobile and signaling networks, as well as a 24/7 Global Service Desk.
Currently we are maintaining over 400 network elements for satisfied customers across Europe.
Siemens CVC complements its service offering with enterprise applications and innovative products
Siemens CVC supports CSPs’ daily business so that they can focus on their core business
Customized data management services and products help CSPs to keep track of their business data. With our Product Data Management CSPs shorten the time for the introduction of new products, reduce development costs and improve product quality.
Siemens CVC supports the daily challenges of CSPs, whether it is about realigning IT and communication technologies to their business or introducing innovative software solutions.
Siemens CVC supports CSPs’ current business – by increasing customer loyalty
It is a well-known fact that prepaid subscribers empty and recharge their accounts faster when faced with targeted promotions. That’s where the state-of-the-art promotion engine bonusXpress comes in, which can be added easily to your solution. bonusXpress is the missing link between CRM systems, customer portals, such as a web shops, and billing systems or online raters for prepaid services. The operator thus increases average customer lifetime and customer lifetime value (CLV). Instead of worrying about how to retain customers, they now can focus on increasing their ARPU (Average Revenue per User).
Siemens CVC supports CSPs’ future business to stay competitive
In cooperation with strong and reliable service and hardware partners, Siemens CVC supports its customers in the integration of new technologies as well as when migrating to other vendors.
Even if the underlying hardware has reached the end of its life, Siemens CVC actively supports CSPs not only with mandatory issues, such as lawful interception, but also endorses the generation of new business opportunities with innovative solutions like bonusXpress.
A reliable partner for a wide range of business areas
Siemens CVC offers ONE point of contact, which offers support in the various aspects of a CSP’s business. Not only due to just ONE single interface for maintenance and support for all different network elements but also as a first contact point for other related topics – from daily routines to new business generation. With our deep Telco know-how Siemens CVC helps you to choose the right options and solutions.
About Siemens CVC:
Siemens Convergence Creators is the global communication technology partner for the digital age. We combine groundbreaking innovation and decades of experience to provide intelligent solutions to a variety of industries, bridging the gap between technology, processes, and services.
By seizing new opportunities from converging communication and designing solutions, we improve efficiency and grow revenue for our customers.
We engineer opportunities that turn visions into reality.
The company supplies more than 70 countries with communication and media products and solutions.
For more information visit:
www.siemens.com/convergence-creators
www.siemens.com/bonusxpress
www.siemens.com/eol-maintenance
Catalog-Driven Revenue Management:Comprehensive support for faster revenue generation and efficient order delivery
Interview with Dr Ralf Guckert, CTO of Orga Systems
Q: Which major challenges are Communication Service Providers (CSPs) facing today?
A: Offering innovative products, successful selling and the efficient delivery of what customers have ordered are key to success in today’s economy. Customers expect a seamless and positive shopping experience and a product that really fulfills their expectations. Furthermore, they anticipate an immediate delivery at the first try. Nevertheless, the needed IT operations and processes for this remain very complex. Telecom marketers as well as product and pricing managers are often confronted with various challenges. There are several “show stoppers” and key capabilities that – if missing – can really harm the CSPs’ profitability: On the one hand there is still a lack of integration and a missing common view on customers and “their products”. On the other hand there is still a delay in product launches. Furthermore, the sheer inability to be more creative and to offer attractive bundles and packages circumvents CSPs revenue streams.
Q: What have been the main drivers for Orga Systems to complement the portfolio with catalog and order management capabilities?
A: Launching, selling, delivering and monetizing new and innovative products is a key process needing tight integration – yet allowing for maximum flexibility, agility and speed from end-to-end. CSPs which are striving for success need to maximize all the revenue potential across all product lines. Whether they launch and try to monetize high-speed LTE/4G networks and data services or they introduce new products, bundles and tariff concepts – CSPs need to be able to repeat successful product launches and their monetization continuously. That’s where GOLD Catalog and Order Management (GOLD COM) comes in: it provides a vital foundation for this and in combination with our product for convergent real-time billing, GOLD CCB, it can improve time-to-market for product launches and improve delivery and monetization capabilities.
Q: Talking about the new product – what are the benefits delivered?
A: GOLD COM complements our GOLD product family, providing an even more comprehensive support for faster revenue generation and efficient order delivery. Two main components are the central product catalog and its’ comprehensive customer order management and workflow capabilities. Both are supported by a unique and collaborative workspace providing strong graphical configuration tools and graphical instance monitoring. We really focused on better usability, allowing to “configure” product specifications and order execution workflows – rather than having to program them. With the new concept of “catalog-driven revenue management” commercial offerings are designed within the product catalog and directly drive the configuration of charging, policy control and billing. This concept immensely shortens time to market and reduces IT efforts.
Q: How do CSPs benefit from your integrated “concept-to-cash” approach and how can the end customers profit from it?
A: For operators a good and intelligently designed SW-product for catalog and order management is actually an ultimate time-to-market tool. GOLD Catalog and Order Management helps service providers to launch and sell innovative and attractive products faster and to deliver and monetize what has been ordered more efficiently, at lower cost and with lower fall out rates. For the customer the best experience is simple: When nothing “goes wrong”! The best result of “good” order management is to prevent order failures before they occur and that – in case something goes wrong – these order issues are resolved quickly. Finally, it remains absolutely crucial for today’s customers that the monetization and billing of the products and services bought are correct – and do not cause irritations or even churn. This is what we tried to bear in mind bringing GOLD COM to market.
For more information please visit:
www.orga-systems.com
Tackling a Complex Process to Make it Simple.
Carrier collaboration was a driving force behind the development of B2BSimpleX. InterComms talks to Keith Shillingford, Sales Director, Ascom Systems & Solutions on how they applied this customer-centric approach to solve one of the industry’s most pressing needs
Keith has over 15 years of Sales and Telecom experience. He joined London based Storm Telecommunications shortly after the liberisation of the European Telecommunications Market and has held various Sales and Management positions throughout Europe with Fibernet UK, responsible for the development of the European Service provider market and Senior Sales management position at KPN International.
The last five years have been spent heading the International Sales activities of Ascom Systems & Solutions to position its rich set of system integration and software solutions towards the Global Service Provider Market.
He holds the diploma "business administration (VWA)" from administrative and economic academies at Heinrich- Heine University Duesseldorf.
Q: The B2B SimpleX Platform has been added to Ascom’s Suite of products for the CSP's globally, where did you see the gap in the market that this tool can plug and how does it help with adoption and standardization?
A: For almost five years now Ascom has been involved with conceptualizing and developing a solution to help carriers find a better way to manage their business in the area of complex bilateral agreements, swap deals and structured contracts in general. The “gap” we saw in the market became apparent as we went through our investigation. It was identified that theses class of contracts were becoming popular again after a period of decline, yet the business of negotiation, contract definition, agreements and subsequent billing was manual. We observed that most OSS/BSS systems were not capable of modeling a contract “as-is” and the interpretations of the contract content lead to continuous delays and disputes in the market. Our objective became: “how to simplify the complex bilateral agreement process”, hence the name B2BSimpleX. The gap we saw was the need to create a better contract structure, automate and accelerate the lengthy negotiation process, and provide a mechanism for collaboration of commercial contracts amongst carriers.
B2BSimpleX offers “true” negotiation capability. That is, it facilitates a back-and-forth mechanism where each party can review what the other party has transmitted, before reaching an agreement. It further facilitates a change management process after a contract is in place, to allow amendments and changes to the contract to be conducted in a documented and controlled manner. One of the main benefits of B2BSimpleX is that each contract partner needs only to maintain its own side of the contract and yet assuring that there is always one consolidated set of commercial conditions gathered in one document shared through B2BSimpleX platform with both partners.
Our early involvement in this process has also meant that Ascom have been at the forefront in supporting and consulting to a carrier industry grouping formed three years ago, namely Global Business Exchange for Telecoms (GBET). This forum is a global consortium of carriers working together to set up standards for the electronic exchange of data in international wholesale with the aim of reducing administrative costs and the ambiguity of various transactions (e.g. commitment agreements, disputes, invoices, etc.). B2BSimpleX embraces all the standards put forward by GBET.
Q: With three entry levels SimpleX Basic, SimpleX Standard and SimpleX Premium, are you providing an option for carriers to build up their usage or to allow even the smallest company to take advantage of this flexible product?
A: This is exactly what we had in mind with the three entry levels. Different service grades are the reflection of the degree of sophistication carriers have in place or want to adopt. We start off with an easy entry level and move up in gradients of sophistication depending on the requirements of the carriers business. Let me highlight what we propose:
SimpleX Basic service is the entry level offering for B2BSimpleX service. Basic service offers the smallest of customers the ability to exchange contracts using a standard set of Microsoft Excel templates advocated by the Telecommunication industry grouping – GBET. Our Basic service customers still enjoy the same level of details but the medium of communication is confounded to the traditional email and excel attachments. While this is the current norm of the industry, we ensure that the trend of email exchange with the customers of the B2BSimpleX is consistent with negotiation cycle that we advocate in B2BSimpleX.
SimpleX Standard is the principal cloud based solution of B2BSimpleX. It offers telecommunication companies the ability to create and exchange contracts in a rich and flexible web based environment. Extended features are provided for creation of tariff models, creation of number plans, simulation of alternative tariff models and playing what-if scenarios. Users are provided with the ability to supply potential traffic volumes and analyse profitability of various alternatives. SimpleX Standard embraces normal carrier business process workflows for various approval processes within the carrier, as well as supporting the inter-company collaboration workflows between partnering carriers.
SimpleX Premium is the most sophisticated of the cloud based offering. It extends the aforementioned functions of the Standard system by offering an extended set of (customisable) workflows, and rich set of reports to allow users to monitor performance of their contracts. This is achieved by providing a set of connectivity tools to the back office systems, facilitating automated upload of daily traffic information, exchange rates and other general reference and operational systems.
Premium service provides a new condition definition section enabling customers to define their own set of contractual parameters to be included in the negotiation with their counterpart. SimpleX Premium allows customers to define set of conditions suiting one or more clients, and defining a completely different set of conditions for other counterparts.
One of the many other key features we would like to mention here is the opportunity for carriers to use the service and the private web site as a portal to offer to their counterparts. This feature provides tremendous opportunity to Premium service customers to invite their counterparts to use the web-site to generate their part of a contract. This mechanism enables fast creation and approval of contracts, increases the traffic to the customer site significantly, and expedites conclusion of contract negotiation.
Q: We have talked about the use of the product but in basic terms what are the business savings on deployment of product?
A: Contracts suffer from four fundamental shortcomings: i) they are unstructured, ii) they are not in a uniform language or a language that is agreed across the business, iii) they typically lack consistency of data capture leaving contracts open to interpretation and subsequent disputes and iv) lengthy negotiation cycle aggravates the systematic nature of the negotiation process. We tackle all four issues head on.
B2BSimpleX advocates structure. It generates the same look and feel of contracts every time, This is regardless of exchanging contracts in Microsoft Excel, Word or PDF formats. We stress on uniformity of presentation. So regardless of how colorful and complex a contract is, it is always presented in a uniform language, laid out in clear sections and leaves out the ambiguity. Mutually agreed B2BSimpleX contracts are consistent and correct. While the system does not force contracting parties to create correct information every time, but at final stages it forces business rules and validation rules to ensure contracts are correctly defined. Additional business process and workflows ensure that several approvals are sought before a contract reaches the final signature stage. Finally, the system attempts to reduce the negotiation cycle. It does this in a three pronged approach. Firstly, each contracting party is responsible for their side of the contract, so no party has to duplicate the counterpart’s data. This in itself is significant, as no re-keying or interpretation creeps in. Secondly, as- each party can quickly create their own side, and receive the counterpart information in matter of seconds, they are able to examine alternative pricing and profitability scenarios with their counterpart, without any loss of focus, and can always come back to a version that is mutually acceptable. Thirdly, as the contract reaches various approval stages, workflows are triggered to remind the rest of the business to proactively seek the final contract approval and execution stage.
Q: How can companies go about viewing a demonstration or getting a demonstration of the product along with your other offerings?
A: That’s fairly simple…Our sales team -is ready to provide onsite demonstrations of B2B SimpleX. Alternatively we can initiate the process with a web demo.
After that we could facilitate a short trial of the platform and some simple document exchange can be done.
For more information please contact us at:
info@ascom-ac.de
MR-316
Multi-Service Broadband Network Architecture Evolution
Extract from one of the latest Broadband Forum's Marketing Reports (White Papers)
This white paper aims at describing the evolution of the Multi-Service Broadband Network Architecture, highlighting the key topics defined in the published BBF Technical Reports and explaining the relationships among the different BBF documents, in the context of the Multi-Service Broadband Network Architecture.
Starting from the challenges Service Providers have been facing, this document explains how the Multi-Service Broadband Network Architecture is able to fulfill the Service Providers’ business requirement enabling the convergence of different types of services, residential and business, fixed and mobile, retail and wholesale, on a common network infrastructure. The document also highlights the flexibility of the Multi-Service Broadband Network Architecture in order to support emerging cloud and virtualized services.
The Broadband Forum has been driving the evolution of Broadband Network Architectures for the last 12 years. During this timeframe Broadband Network operators have been facing several challenges and additional technical options have been introduced:
• the evolution from ATM to Ethernet to connect subscribers to their edge nodes;
• The evolution towards using MPLS as a virtualization technology in access and aggregation networks;
• the introduction of IPoE and Ethernet Sessions to complement PPPoE sessions;
• the deployment of IP multicast to support IPTV services;
• the migration from IPv4 to IPv6;
• the Interworking between next generation fixed and wireless access;
• the introduction of Cloud and virtualized services
The Technical Reports published by Broadband Forum in order to address Service Providers’ business requirements and use cases, have been playing a critical role in helping the industry to face these challenges.
The goal of this white paper is to familiarize readers with the evolution of Multi-Service Broadband Network Architectures. It describes the major issues faced by the Service Providers in moving from legacy networks (ATM/TDM); to today’s networks (capable of handling triple-play traffic); to future networks (capable of handling not-only Machine-to-Machine and Internet-of-Things traffic, but also supporting a variety of services in the Cloud).
This white paper provides an overview of ongoing and past work in the Broadband Forum in this area.
As to Broadband Forum work, this document highlights the key topics contained in each document, and explains the relationships among the different BBF documents in the context of the Multi-service Broadband Architecture defined in Technical Report (TR)-1441, TR-1452 and Working Text-1783.
Main Challenges for the Network Operator
Introducing Multi-Service support
During the early 2000s the obsolesce of ATM, as aggregation technology, together with the desire to offer triple play residential services (data, voice, video/IPTV) led the operators to start defining a new aggregation network based on Ethernet technology. This architecture is defined in TR-1014, and the TR-101 Service Model is still the basis for the current broadband architectures.
The introduction of video services not only required the creation of a new aggregation network, but also introduced new requirements in terms of forwarding models and Subscribers Sessions. One of the key differences of the IPTV service compared to traditional services, like data and voice, is the requirement for Multicast forwarding. The use of multicast forwarding reduces utilization of network links between the video server and the customer by sending only a single copy of a media stream into the network.
Handling Multicast together with PPPoE sessions can be seen as complex, thus a requirement for a simple construct of Sessions came up. The DHCP protocol was introduced as an alternative to PPP for IP address configuration and service provisioning. The use of DHCP in Broadband Networks started getting popular and DHCP based Sessions (defined in BBF terminology, IP Sessions) became an alternative to PPPoE Sessions for residential services, in scenarios where “always on” connectivity and simple IP based architecture were/are important requirements.
Augmenting the support of PPPoE Sessions with IPoE Sessions introduced additional challenges, mainly related to define new concepts for IPoE that were traditionally available for free with PPPoE, like authentications and monitoring of the session state. Not all the Service Providers have the same set or the same level of requirements in terms of Subscribers Sessions, thus different models have been defined. In addition in such environment a new type of Session, Layer2/Ethernet Sessions, came up.
After starting designing a new aggregation network for IPTV and triple play residential services, the Service Providers immediately saw the opportunity to use this new network to carry not only the traffic of residential customers but also traffic coming from business and wholesale clients. The next step in the evolution of the Multi-Service architecture was the possibility to transport fixed and mobile traffic over a common network architecture: this opened up for Mobile Backhauling initially of 2G/3G traffic, more recently of LTE/4G.
Migrating from IPv4 to IPv6
The Internet Assigned Numbers Authority (IANA) ran out of IPv4 addresses in February 2011: the world is now facing the fundamental problem of IPv4 address space exhaustion. There is a huge demand for IP addresses resulting from the explosive growth of mobile devices, including smart phones, portable gaming consoles, tablets, laptops and netbooks, and machine-to machine modules. The IPv6 protocol is designed to meet these requirements and to enable a global environment where network addressing is again transparent to the applications. Continuous growth of the Internet requires the overall network architecture to evolve: Broadband network architectures are deeply impacted by the introduction of the IPv6 support not only in terms of migration towards IPv6, but also in terms of co-existence of IPv4 and IPv6 in Service Providers networks.
Broadband Forum started working on IPv6 migration back in 2008, defining the evolution of the Broadband network architecture from an IPv4 only network to a dual-stack IPv4/IPv6 network. As the IPv6 protocol is not backward-compatible with IPv4, a lot of work has been done on different IPv4 to IPv6 migration technologies in order to allow a smooth migration from IPv4 to IPv6; section 3 will explain in more details the Technical Reports that define this key topic.
The Usage of MPLS in the Multi-Service Broadband Network
IP/MPLS is a standard and mature technology widely deployed in several multi-vendors networks all over the world. IP/MPLS was initially deployed in core/backbone networks, given its flexibility to simply address different scenarios; it then became also very popular in the aggregation networks for delivering residential, business and mobile backhauling services, as a supporting technology for the TR-101 Ethernet Service Layer that interconnects CPE equipment with the IP Service Nodes. This model leverages Ethernet Access Nodes.
Extending IP/MPLS to the access network appears, for some Service Provides, the natural next step in building a single network architecture based on a common technology. Using the same technology end-to-end in different network segments, from core to aggregation towards the access, introduces several benefits:
• Simplifies the provisioning chain by minimizing the provisioning points;
• Allows for flexible Service Node placement in the network;
• Improves the network scalability;
• Removes the need for a legacy (ATM, TDM) aggregation and access network.
Different Service Providers may have different visions in terms of how much complexity and which functionality is needed and/or can be supported on the Access Node (AN). These different views led to the definition of two different approaches for extending IP/MPLS to the access network:
• Seamless MPLS model
• Full MPLS model
In case of Seamless MPLS model the MPLS functionalities are extended to the AN minimizing the impact on the nodes themselves. In particular IP Routing is introduced in its simplest form by only using static routes from the AN to the aggregation nodes, while in order to achieve high scalability MPLS label distribution is performed by using the LDP Downstream On Demand model. The Full MPLS model represents the complete extension of all the IP/MPLS and Layer 3/ dynamic routing functionalities to the AN. In this case the AN becomes functional equivalent to an aggregation node and in some cases can also host Broadband Network Gateway (BNG) functions.
For several different business reasons not all the Service Provides may be ready or willing to jump from Ethernet access network to an MPLS based access network. The choice amongst an Ethernet access network or a MPLS based access network using Seamless or Full MPLS functions, depends on the Service Provider’s requirements and his current network architecture. All the three possible options are still considered valid and defined in BBF Technical Reports.
Interworking between next generation fixed and 3GPP wireless access
Service providers demand for the interworking and, in some cases, convergence between Broadband Forum and 3GPP networks. The Broadband Forum responds to these demands by working towards aligning the telecom industry by defining the interworking requirements between 3GPP Evolved Packet Core architecture and the Broadband Forum architectures.
The main convergence aspects addressed by the BBF – 3GPP interworking activities are:
• Converged business and services
• Converged network and infrastructure
• Converged user management and terminals
The main interworking use cases driving such technology developments, and the architectural frameworks devised to enable them are presented in TR-2035. This document presents several technical evolution steps that can be taken from the present non-converged fixed and mobile networks towards a Fixed/Mobile Converged network. The nodal requirements derived from such architectures are specified in WT-2916.
Industry trends and business opportunities driving Fixed/Mobile Convergence are highlighted in . In there, it is also included an overview of the standardization organizations active in defining the open-standards that are an essential component to build a profitable and sustainable converged network, enabling feature rich, interoperable solutions and smooth deployment of novel customer services.
Introducing Cloud and Virtualized Services
Service providers are struggling with the constant need to increase market share, pressures around average revenue per user (ARPU) and service pricing, low and declining margins on hosted and co-located services, increasing capital and operating expenses, infrastructure complexity, speed of provisioning, and the demand for constant service innovation.
In most IT organizations, the process for data center application and infrastructure service requests is complex and expensive. Each request is often treated as a separate project, requiring approvals and exceptions. The result is a time-consuming and inefficient series of manual steps, involving requirements validation and architecture reviews. Optimizing IT operations in order to speed up this process is clearly becoming an urgent need for several organizations.
The concept of Cloud computing as a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort is becoming a dominant paradigm in today’s networks. Cloud computing can be seen as the next step in the evolution of the Internet. Clouds are fundamentally changing the way that businesses and people consume services: enabling IT to be delivered as a service. Cloud has the potential to have a massively positive impact on Capital Expenditure and Operational Expenditure.
In such environment Broadband Service Providers have a unique reach to customers: being able to leverage and improve current network architectures to offer Cloud and virtualized services is a key goal for Service Providers that see the Cloud computing as an innovative source for revenues. Cloud Computing will play a key role in generating new business as Broadband Service Providers can break into the IT services market using their existing assets. Cloud computing will have a significant impact on broadband networks going forward.
Network Function Virtualization (NFV) is next logical step towards virtualization. NFV attempts to offload (some of the) network embedded functions onto x86-based computing platforms, allowing tighter integration into datacenter/cloud based orchestration systems. NFV is currently one of the main forward looking topics discussed at the Broadband Forum.
1) TR-144 Broadband Multi-Service Architecture & Framework Requirements, Broadband Forum 2007
2) TR-145 Multi-service Broadband Network Functional Modules and Architecture, 2012
3) WT-178 Multi-service Broadband Network Architecture and Nodal Requirements, Broadband Forum
4) TR-101 Migration to Ethernet-Based Broadband Aggregation, Broadband Forum 2011
5) TR-203 Interworking between Next Generation Fixed and 3GPP Wireless Networks, Broadband Forum 2012
6) WT-291 Nodal Requirements for Interworking between Next Generation Fixed and 3GPP Wireless Access, Broadband Forum
The full version of this report is available from:
http://www.broadband-forum.org/marketing/download/mktgdocs/MR-316.pdf
Comments or questions about this Broadband Forum Marketing Report should be directed to
help@broadband-forum.org
The Broadband Forum is a non-profit corporation organized to create guidelines for broadband network system development and deployment. This Broadband Forum Marketing Report has been approved by members of the Forum. This Broadband Forum Marketing Report is not binding on the Broadband Forum, any of its members, or any developer or service provider. This Broadband Forum Marketing Report is subject to change, but only with approval of members of the Forum. This Marketing Report is copyrighted by the Broadband Forum, and all rights are reserved. Portions of this Marketing Report may be copyrighted by Broadband Forum members.
For more information visit:
www.broadband-forum.org
POSEIDON: The submarine fiber optic cable system, commissioned to serve the offshore oil and gas industry in the Eastern Mediterranean
By Andreas Ioannou, Head of International Networks Promotion, Cytaglobal
Cyprus Telecommunications Authority (Cyta) is the primary telecommunications provider in Cyprus. Its product portfolio covers the whole spectrum of electronic communications ranging from fixed and mobile telephony to internet service provision and broadband applications. Cyta, through its strategic business unit Cytaglobal, is particularly active in the area of international undersea fibre optic cables, providing wholesale products and services on a global basis, and has established Cyprus as a regional telecommunications hub in the Eastern Mediterranean.
Taking advantage of the island’s strategic geographical position, Cytaglobal has developed an extensive undersea fibre optic cable network, which connects Cyprus with the neighbouring countries of Greece, Italy, Israel, Syria, Lebanon and Egypt and thereafter with the rest of the world. This cable network uses state-of-the-art technology and full restoration and diversity and currently includes CIOS, CADMOS, UGARIT, SEA-ME-WE 3, LEV, MINERVA, ALEXANDROS and ATHENA undersea fibre optic systems that land in Cyprus at three separate cable stations, namely Ayia Napa, Pentaskhinos and Yeroskipos. Moreover, Cytaglobal is in the process of establishing two new regional undersea cable systems, ALASIA and EUROPA that will connect Cyprus with Syria and Lebanon, respectively. Two high capacity coastal links TEFKROS and KINYRAS, interconnect all Cyta’s landing stations in Cyprus, thereby securing all-wet routes for regional and international traffic.
Recently, Cytaglobal has reached an agreement with Radius Oceanic Communications Inc. to implement a new and important project for Cyprus, the POSEIDON undersea cable system that aims to provide advanced telecommunications facilities to the offshore oil and gas industry in the Eastern Mediterranean region. Radius is a US communications provider formed to offer broadband communications to the offshore oil and gas industry worldwide.
On April the 2nd 2014, Cytaglobal and Radius announced the completion of testing and commissioning of POSEIDON. This involved the completion of work to establish dual landing facilities in Cyprus, and to implement high-bandwidth end-to-end connectivity from Cyprus to the US. The commissioning of the POSEIDON system provides unprecedented opportunities to the developing oil and gas industry in the region. For the first time, companies can now create their development plans for deep water production with the certainty that the benefits of fiber optic capacity are available and can be easily extended to their platforms.
CSnet International, Inc., as the initial tenant on the POSEIDON system, contributed by integrating its existing Offshore Communications Backbone (OCB) scientific fiber system into the POSEIDON network, and will begin migrating scientific traffic to POSEIDON in April. CSnet will use POSEIDON to more efficiently offer oceanographic, hydrographic and seismic data to all interested parties on a near real-time basis.
Κey POSEIDON Network Facts and Benefits:
• The POSEIDON network extends for some 800 km from two shore landings in Cyprus, creating a fiber ring that borders the Cypriot EEZ, and enveloping the offshore oil and gas lease blocks established for development by the Republic of Cyprus.
• The POSEIDON network is designed as a trunk and branch system, enabling additional fiber extensions and alternate landings as new areas for development are opened outside Cypriot waters and as customer requirements are expanded.
• Secure, high availability fiber services are easily extended to and between platforms, and can provide the backbone for additional services necessary for surrounding operations.
• The POSEIDON operating model will offer high capacity managed broadband services, end-to-end global capacity and 24x7 network monitoring and support.
Cyta’s CEO, Dr Aristos Riris, says of POSEIDON, “We have been pleased to work with Radius to bring the POSEIDON network into service. This network, which will support the Eastern Mediterranean deep water developments as they mature, meets Cyta’s objective of being a regional leader in the provision of strategic services to the oil and gas communities.”
“With the POSEIDON system now live, a strategic goal is realized, that of providing secure, high bandwidth, fiber optic capabilities throughout this highly critical oil and gas environment,” Jim Byous, President of Radius, states. “The collaborative planning and implementation efforts of the Radius, Cyta and CSnet teams have achieved an industry first, bringing a widely accessible submarine fiber network into operation in advance of full oil and gas production. Planning, monitoring, and exploration functions will benefit greatly and we are excited about the benefits these capabilities will bring to deep water operators in the region.”
POSEIDON will enable Cytaglobal and Radius, to play an important role in providing state-of-the-art telecommunications facilities to the developing energy sector in the Eastern Mediterranean region. Cytaglobal’s partnership with Radius will allow offshore exploration, production and support facilities to reach the world, through Cyta’s telecommunications hub. Projects like POSEIDON emphasize the importance of Cyprus as a major telecommunications hub in the Eastern Mediterranean and a regional electronic communications centre of excellence.
For more information please visit:
www.cyta.com.cy
www.cytaglobal.com
Beat the Revenue Squeeze with SDN and NFV. Enabling intelligent, virtualised networks that lower operational costs
Marc Bouteyre, Head of SDN/NFV Solution Management,
Kapsch CarrierCom
With mobile and fixed line revenues impacting carrier profitability, new technologies are needed that increase operational efficiency and lower CAPEX and OPEX costs," says Kapsch CarrierCom’s Marc Bouteyre, Head of SDN/NFV Solution Management. By leveraging SDN and NFV and building more intelligent, efficient, virtualised networks, carriers can beat the revenue squeeze and achieve sustainable growth.
Kapsch CarrierCom is an independent systems integrator for public fixed and mobile operators, providing unbiased, end-to-end support for multi-vendor network deployments.
Q: Why is now the right time for carriers to adopt Software Defined Networking (SDN) and Network Functions Virtualisation (NFV) strategies?
A: Carriers are facing some pretty severe pressures at the moment, with revenues from mobile and fixed line services falling by around 1.8% annually, and other services – such as SMS messaging – declining at an even faster rate. SDN and NFV can help by reducing carrier OPEX costs based on simpler, centralised infrastructure and service management and faster time to market for new, revenue-generating services.
Q: How do SDN and NFV work together?
A: Deployed together, SDN and NFV provide unprecedented service chaining capabilities based on virtualisation and orchestration of distributed network resources. SDN provides the network automation required to deliver services on distributed infrastructure. This makes it a key enabler for NFV to support larger deployments that maximise the cost and efficiency benefits on offer. While it’s possible to deploy NFV without SDN, this only makes sense for isolated apps or proofs-of-concept.
Q: Which services work best with an NFV delivery model?
A: Often, the first application on carrier wish lists is centralised, remote management for customer premises equipment. Instead of deploying equipment at customer sites and using it to provide a set of pre-defined services, NFV and SDN make it possible to deploy hardware at customer sites and provision services dynamically using centralised management tools. This approach reduces the cost and complexity of change management, and directly benefits the carriers’ bottom line. In addition, it speeds up service provisioning for customers, enhancing their experience, increasing loyalty and reducing churn.
Q: How will SDN and NFV change the telecommunications marketplace?
A: The biggest impact will be the high level of automation that these technologies enable and the consolidation of teams that previously looked after different elements of the infrastructure.
The move to SDN and NFV will also stimulate evolution of the vendor landscape, with new specialists emerging to offer services in fields such as orchestration. These providers will bring innovative solutions to market that reduce hardware constraints and allow ISVs to build more agile, competitive solutions – which in turn will help service providers to remain profitable as revenues continue to be squeezed.
Adoption of cloud-computing technologies will also be a major trend among service providers. With SDN and NFV, it's possible to build a new Network without building or re-arranging labs. All that’s needed is a few weeks to set up and test the environment before going live. New cloud solutions can then be used as an overlay to existing infrastructure, helping ISVs address specific customer needs, such as M2M communications or MVNO services.
While cloud computing offers major opportunities, a cloud base infrastructure will be more difficult to deploy for service providers that are still domain oriented rather than service oriented – with separate departments for managing network services, telecommunications infrastructure, IT applications and so on. For such businesses, the transition to the cloud will require strong management and governance, as well as significant structural changes.
Q: Will SDN and NFV support new revenue streams for carriers?
A: The real beauty of SDN and NFV is that they help reduce cost pressures and maximise profitability as voice and data revenues continue to fall. They will also enable new services and support new revenue streams, based on faster time to market for new services. This will help service providers compete more effectively with OTT players and maximise their market share.
Q: What’s involved for carriers who want to adopt SDN and NFV?
A: The good news for carriers is that deploying SDN and NFV is a question of evolution rather than revolution. First of all, carriers can integrate SDN controllers, with or without OpenFlow, on their existing network infrastructure to maximise the value of their previous technology investments. To make the transition to SDN and NFV as efficiently as possible, carriers should choose SDN controllers that integrate seamlessly with their legacy equipment. While carriers can build NFV and SDN into their existing infrastructure, however, deep integration capabilities are needed to make all the technologies work together.
Q: How can carriers move from a proof of concept to a larger deployment?
A: Proofs of concept usually start with basic network orchestration and a single VNF application. This helps carriers understand the potential benefits of this delivery model in terms of resource utilisation and simplified, centralised management.
To support live VNF applications, carriers need to create a distributed infrastructure. This is needed to support multiple applications concurrently and to provide consistent quality of service for customers, as well as the high levels of resilience required.
To support much larger deployments, SDN orchestration capabilities are a critical enabler. Carriers must be able to orchestrate their distributed infrastructures from end-to-end, and provide super-fast connectivity between locations, including data centres. There must also be tools and teams capable of supporting customers who access services on the distributed architecture, and technologies for measuring performance metrics and compliance with customer SLAs.
Q: What are the risks of adopting SDN and NFV?
A: While there are de facto standards for SDN – namely the OpenFlow protocol – no standard architecture definition exists yet for NFV. Although the standardisation bodies ETSI and ONF are busy working on this, many service providers want to deploy SDN and NFV immediately to reduce their service delivery costs and increase per-user revenues. However, there’s a risk that certain elements of the NFV infrastructure won’t integrate with existing infrastructure or planned applications. And if that’s the case, each new service deployed on the infrastructure could take six months or more to integrate, cancelling out any potential cost savings.
Q: How can carriers mitigate the risks and ensure success for their SDN and NFV deployment?
A: Working with an experienced SDN and NFV partner such as Kapsch CarrierCom can help carriers mitigate these risks and streamline deployment. Firstly, we can help our customers choose SDN controllers that support both legacy products and OpenFlow, reducing integration costs and a VNF orchestrator ensuring that new applications can be added quickly and cost effectively in the future. We can help you to integrate those new solutions within your existing infrastructure and implement an API for your northbound integration. Finally we can support multi-vendor NFV/SDN solutions from the hardware up to the application layer and act as a single point of contact for complex solutions.
Q: Why is Kapsch the ideal SI partner to help carriers deploy SDN and NFV?
A: Kapsch CarrierCom has been integrating technologies and services for telecommunications providers for over a century, giving us a unique understanding of carrier service-delivery needs and challenges.
When it comes to SDN and NFV specifically, we have developed an ecosystem of partners who are experts in the field. We work with these companies to run lab-based trials of emerging solutions and develop new features that directly benefit our carrier customers. As SDN and NFV bring telecommunications providers into the IT business, our data centre and IT skillsets will also be key differentiators for our customers. We have also built our own cloud platform based on open-source and COTS hardware integration, and we can help carriers do the same.
Typically, our competitors deliver SDN and NFV proofs of concept for simple applications. However, Kapsch CarrierCom has the skills and experience to demonstrate complex use cases, such as VoLTE. Our experience makes the difference and helps our customers achieve greater success.
For more information visit:
www.kapschcarrier.com
Are Global Numbers on the Verge of Disappearing?
By Dries Plasman, VP Marketing and Product Development, Voxbone
As the economy rebounds, businesses are expanding internationally in search of growth. In theory, global telephone numbers should make it easy for existing and prospective customers to reach these businesses, but in practice, that’s often not the case.
To clarify, global phone numbers are numbers that have a country code, but are not bound to a single country. Although they are not a new concept, they are gaining attention because of the continued internationalization of economies and businesses.
UIFN – the first global telephone number
The International Telecommunication Union (ITU) created the first global numbers in 1988, and the first type were the Universal International Freephone Numbers (UIFNs), the global equivalent of local toll-free numbers. These numbers debuted in 1996 via ITU recommendations E.152 (http://www.itu.int/rec/T-REC-E.152/e) and E.169 (http://www.itu.int/rec/T-REC-E.169-200205-I/en). Each UIFN consists of 11 digits: a three-digit country code for global service application (800 in this case), followed by an eight-digit Global Subscriber Number (GSN). The ITU allocates UIFNs, and telephony providers request them on behalf of multi-national enterprise customers.
UIFNs can be called from approximately 70 countries today. Calls are billed to the called party, making them ideal for multinational companies, government agencies and humanitarian organizations, such as the United Nations, that want to encourage people to call them by eliminating the cost of doing so. Another key benefit is that organizations can advertise a single phone number that can be used in dozens of countries versus having a separate local number in each country.
Or at least that’s how UIFNs are supposed to work. At last year’s annual IISF meeting (http://www.iis-forum.com/cms/), where global telephone service providers meet to discuss improvements in international inbound voice services, it became clear that there is little progress with UIFNs. In 2013, UIFN numbers could be dialed from at least one network in 70 countries, a status quo compared to 2012. Usage of the UIFN service decreased in Germany, Slovenia and the Netherlands and slightly increased in Switzerland and France.
Challenges to upgrading UIFNs for today’s global use
UIFN usage has remained basically unchanged over the past five years because of several hurdles:
• Local telephone network providers determine whether or not their customers can call UIFNs. And many do not allow it. For example, in most of the 70 countries, customers cannot call UIFNs from a mobile phone. This is a major problem, considering how many consumers and businesses alike – in both developed and developing countries – now use a mobile phone as their primary or only phone.
• For service providers, the process of activating a UIFN is time-consuming and typically requires a per-country activation and/or recurring fee.
• UIFN call charges are not standardized across countries, making it difficult for the organization providing that number to estimate the costs it will incur.
• The UIFN format makes the number look different from other types of toll-free numbers. That unfamiliarity makes some people reluctant to call UIFNs.
A similar situation happened with UISCNs (global shared cost numbers), which have been available for a couple of years in a limited number of countries. The service closed in 2013. Universal International Premium Rate Numbers (UIPRNs) were created by the UN, but were never used.
Other types of global telephone numbers are simply not accessible from the PSTN
Voxbone (www.inum.net) and Bandwidth.com (www.bandwidth.com/republic-wireless) were assigned international toll numbers in the +883 global telephone number range, and integrated these numbers into a communication service. However, there was little effort to make these numbers accessible from local telephone networks. Only a dozen landline and mobile providers opened up access to these numbers, whereas many cloud communication providers, such as Skype and Google, opened up.
The +888 numbers awarded to the United Nations in 2012, which should have been used by the UN’s mobile disaster intervention teams, are still not in use because few operators feel motivated to open access to these numbers. Large network operators need to spend a considerable amount of time and money to configure their infrastructure to allow calls to +888. The revenue that can be gained from this service is very limited, so only few operators have implemented access to +888, despite the good cause.
A Catch 22: Despite the obvious benefits, global numbers are still declining. As a result, alternatives have developed.
Despite the globalization of economies and people, and the resulting benefits of global telephone numbers, the overall usage of these numbers is declining. The main cause is a “Catch 22” situation where landline and mobile telephone networks do not allow calls to global telephone numbers because they are used too infrequently to justify the cost of implementation (and because with global telephone numbers, they put revenue for international calling at risk). Demand from multi-national enterprises and institutions, on the other hand, remains low because few operators allow calls to these numbers.
In such situations, where the free market mechanisms do not work, governments and its regulators intervene. But for telecommunications, there is no global regulator. The ITU is a global standardization body that recommends, but not enforces. And there are local regulators who enforce only when it comes to local telephone services and numbers, but not for global telephone numbers. Until now, the European telecommunication bodies have focused mainly on pricing (roaming), data protection and network security.
Over time, alternatives to UIFNs numbers have developed, enabling enterprise contact centers and service providers to extend their reach internationally through the use of local telephone numbers.
• The International Toll Free Service (ITFS), where the business or other organization use its local telecom service provider, mostly the incumbent provider, to get local toll-free numbers in foreign countries. Through bi-lateral agreements foreign and local service providers transfer the calls internationally.
• Direct Inward Dialing (DID) or international inbound SIP trunks, where the organization gets local geographical or toll free phone numbers from foreign countries via a specialized service provider. The DID provider converts calls to a local geographical or toll-free number into a SIP trunk that is routed to the organization over the Internet or a private interconnection.
Global telephone phone numbers may cease to exist – what’s next?
In the light of the above, it is highly probable that the use of global numbers on the traditional telephone network will remain marginal, and possibly even disappear over the next five years. And that the international expansion of enterprise telephone networks will be done through the use of local DID numbers (aka international inbound SIP trunks) and new technologies, such as WebRTC click-to-call applications.
For more information visit:
www.voxbone.com
Triple Play
Support Automation
InterComms talks to Solvatio about how they are improving subscriber experience and reducing Opex
Customer support efficiency, generally measured by MTTR and cost per call, is increasingly challenged by the complexity of troubleshooting triple play services. Support organizations and their helpdesk agents get literally flooded by a growing number of automated data sources (from service outage monitoring via sophisticated physical line testing all the way to remote scanning of home device configurations), that presumably enable rapid identification of even exotic failure locations. Reality looks very different though: most support departments find themselves struggling with degrading first call resolution rates, prolonged MTTR and rising cost per support call, even for extended periods of time following the market launch of a new service offering. In a nutshell: Growing complexity of communication services jeopardizes customer problem handling efficiency and subscriber experience.
In search of new concepts, allowing them to keep pace with increasing service complexity, a growing number of customer support departments decided to leverage the potential of smart troubleshooting automation. The idea behind the concept: establish a powerful set of automated support flows, rapidly designable and deployable for runtime execution, thus assuming the complex task of well-structured root cause analysis and fault resolution while reducing support agent ‘freestyle’ to a minimum. Innovative solutions for troubleshooting automation do not only ensure that smart diagnostic decision-making is consistently applied across all customer support touch points (i.e. self service, helpdesk, back office and field service etc.) but also provide the basis for continuous improvement of future troubleshooting quality. Systematically applied diagnostic procedures, automated data interpretation and consistent collection of relevant troubleshooting details across ALL support cases prepare the ground for statistical analysis and continuous diagnostic improvement.
The results are impressive: dramatically improved efficiency in customer problem handling (e.g. reduced agent interaction, shorter MTTR, dropping number of field calls) combined with greater agility of customer support departments when adapting to changing support requirements (i.e. introduction of new communication services and technologies, constantly accompanied by emergence of additional diagnostic data sources).
For more information how to improve quality
and reduce Opex: www.iisy.de
Empowering Service Providers to Engineer Cloud Intelligent Networks
By Robin Mersh, CEO of the Broadband Forum
According to Gartner’s forecast on Public Cloud Services1, end-user spending on public cloud services is expected to record a compound annual growth rate of 17.7% from 2011 through 2016. This creates a tremendous opportunity for broadband carriers to expand and enhance their broadband networks to better support and offer cloud services, and in fact, many ISPs around the world have already started offering cloud services to their customers, including residential and enterprises.
However, revenue decline, decreasing profitability and the explosive traffic growth on the existing networks hamper service providers as they strive to innovate and differentiate themselves from competitors. Service providers want to offer cutting-edge and personalized cloud solutions to their customers while they also look to improve operational efficiency, accelerate network deployment and lower total cost of ownership. The challenge of migrating existing network architectures, managements and policy frameworks is impacting providers around the world as they work feverishly to ramp up to this new area of opportunity and demand.
Cloud services are generally understood as being combinations of communications, storage and computing services that enable convenient, on-demand access to a shared pool of configurable, rapidly provisioned resources. These cloud computing environments require networks that can cope with high levels of traffic, as well as frequently changing types and patterns of traffic. Many of the concepts inherent in cloud services are not new but are becoming more economically feasible and IT attractive with advances in technologies and market developments.
In considering cloud services provided in the context of multiservice broadband networks, there are a number of approaches that could be considered. These alternatives are illustrated in the following figures, indicating potential new cloud service related functions.
With the creation of the Broadband Forum’s Cloud Intelligent Broadband Network (CIBN) project, service providers are being given the tools to take advantage of these market developments – helping them migrate to a cloud supporting network, reduce costs and enhancing revenue opportunities. The goal of this project is to provide the industry with the specifications needed to capitalize on the cloud service opportunity, ensuring the delivery of new services without cannibalizing older ones.
This two-phased Cloud Project is focused on transitioning the multiservice broadband network to address the cloud requirements, incorporating a holistic approach that addresses not only the architecture, but management, policy control and the Quality of Experience (QoE) of cloud service offerings, while leveraging technologies such as SDN and virtualisation. Progress in SDN and virtualization is coming fast and furious as customers increasingly push operators to find methods to provide more bandwidth or deploy applications. The world is becoming increasingly software-centric and virtualized, and getting the most efficiency and value out of data centers, along with their seamless connectivity and interoperability with evolving network operator infrastructures, is Broadband Forum’s top work in progress.
By following the CIBN framework, service providers can transform their current architecture to:
• Deliver an optimized application experience to maximize user experience, resource utilization and reliability
• Enable secure solutions to protect business assets and end users accessing the cloud, ensure compliance and increase business innovation
• Enable simplified operations to improve efficiency, accelerate network deployment and lower total cost of ownership
• Extend the network and connect data centers to balance capacity, aggregate resources and integrate cloud services across data centers
• Use the intelligence in the network to identify and efficiently consume the ‘best’ resources in the cloud
• Automate traffic through the network and create dynamic pathways that ensure the fastest possible end-to-end connection
• Execute requests across multiple locations to reduce workload size and accelerate processing times
• Provide multi-tiered service level agreements to their customers and guarantee levels of performance
The first deliverable of the Broadband Forum’s Cloud Project is the Study Document 302 (SD-302) “Framework for Cloud Services in Broadband Networks”. This provides a structured approach aimed at supporting cloud services in multiservice broadband networks. While operators have previously offered various flavours of cloud services, the capabilities and services from one carrier to another have been proprietary and unbalanced due to a lack of standards.
SD-302 defines cloud services use cases and identifies areas where network elements can be leveraged to support cloud. The architecture and transport connectivity capabilities addressed include service options such as L2VPN, L3VPN, data plane L2/L3 forwarding functionalities, QoS enforcement, monitoring, control plane, service plane, SLA and management plane aspects. The cloud service use cases have been analyzed to determine architectural implications and impact on network functionalities, including interfaces, service models, security, billing and operations.
The current work is implementing the requirements of SD-302 to the existing broadband multiservice architecture specifications such as Technical Report 144 “Broadband Multiservice Architecture & Framework Requirements”, which will incorporate the SD-302 Cloud requirements for architecture extensions, new functionalities and impacts on relevant reference points, such as the user-to-cloud interface.
In defining the access model and subscriber model specific to cloud services supported by a multiservice broadband architecture, the Broadband Forum leveraged National Institute of Standards and Technology (NIST) based service subscription, authentication, SLA definitions and performance metrics.
As cloud services develop, enterprise and wholesale demands on the network are rising and service providers are under pressure to increase capacity, deliver more dynamic services and keep costs down. With service providers looking to deploy cloud services, the ability to simplify networks, scale them to meet demands, predict, plan and operate across the whole wide area network is of paramount importance. This is where the Broadband Forum technical work supports their efforts, enabling more flexible and programmable service capabilities for the future, to meet growing complexities.
1 "Forecast Overview: Public Cloud Services, Worldwide, 2011 – 2016, 4Q12 Update”, Gartner, 8 February 2013.
For more information visit: www.broadband-forum.org
NeXt-Hop-Performance (NHP): now a cost effective reality with Infosim® StableNet®
David Poulton, COO, Infosim® UK, discusses the introduction of Infosim®’s newest advances in Agent Technology using the cost effective Raspberry Pi hardware
It has always been the vision for most telecommunications operators, managed service providers (MSPs) and enterprise corporations to have a cost effective solution for implementing a performance measurement and simulation capability that spans every hop within a network or service delivery path.
Imagine being able to orchestrate performance measurements and simulate synthetic real-time communications, between the first to last hop, and every hop in between, of a network delivery path in order to determine the actual Next Hop Performance (NHP). The dream of an affordable option for implementing this type of solution is now a reality thanks to the continued innovation from Infosim®.
The Infosim® StableNet® unified management system now introduces new cost effective agent technology based around the use of the Raspberry Pi hardware. Infosim® has developed a unique combination of the Debian operating system with the StableNet® Agent. This new agent availability with Infosim®’s award winning StableNet® Enterprise and Telco products makes for a very powerful and compelling cost effective performance option.
Types of Use
So let us take a look at some of the options available to the telecoms and enterprise sectors whereby greater performance insight and visibility can be gained through the flexible deployment of this new agent.
Telecom and Managed Service Providers
MPLS networks are typically very complex and resource intensive, hence, there has always been reluctance in some cases to enable additional features, for example, IPSLA, as these configured functionalities take additional resource from the devices already transporting huge volumes of network traffic. With the cost effective agent option from Infosim®, this mitigates any resource concerns, as the agent is external to any devices within the MPLS cloud.
Figure 1 details a simplified view of how an inexpensive piece of hardware can now be deployed and interconnected into a single Ethernet port on every router, switch or Tap within the MPLS cloud.
Agent-to-Agent media scripts can be configured to perform detailed measurements. Media scripts are coded packages that are installed on the agent and placed in strategic areas of the network in order to conduct specific path tests, record, collect and report on real-time performance data. Types of media scripts include:
• Availability
• Bandwidth Usage
• Inter-Hop Propagation Delay
• Packet Loss
• Jitter
• MOSS
• R-Factor
• QoS Class Performance Reporting
• Route Changes
• IPSLA
StableNet® can then display and report on these statistics within a dashboard, web-service reports, or export the data into other analytic tools, e.g. Splunk™, integrate with other telco tools like Netcool™, or service tools, e.g. ServiceNOW™. The flexibility of how data is displayed or exported is one of the unique selling points of using StableNet® because it is a SOA (Service Orientated Architecture) based developed tool, which means it has an exceptionally flexible suite of API connect options.
A lot of Telecom operators and MSPs also provide a huge amount of ‘Wires-Only’ services to customers that, in most cases, provide no ’tail-end’ performance or availability management as the CPE is owned by the customer. With new carrier Ethernet services and NTE termination equipment it is now possible to deploy the cost effective agent together with the termination NTE device so as to provide additional performance monitoring, eliminate tail-end black hole visibility, and differentiate your ‘Wires-Only’ services that will delight your customers, improve retention and increase margins.
For Telcos and MSPs, the deployment of this technology not only provides greater insight of the performance within the MPLS clouds they operate, it also serves as a great ‘UP-Sell’ opportunity with additional ‘Value Add-Services’ to their customers and partners. Differentiating services by providing MPLS ‘In Cloud’ visibility will provide the transparency so many customers are now demanding.
Enterprise and Cloud Service Providers
For enterprise corporations and cloud service providers, the reality of being able to visualize the performance of the infrastructure an application service traverses End-to-End is now an affordable possibility. You want to know the inter-hop delay and round-trip-times between every hop in the communication delivery path, so as to quickly identify where bottlenecks or service affecting performance degradation is taking place. Being able to visualize the End-to-End performance in a single dashboard with detailed inter-hop performance metrics provides even greater understanding of the overall service experience.
Outsourced Enterprise
For enterprise corporations who have outsourced networks, data centers and cloud based services, this is a unique opportunity to deploy a cost effective End-to-End solution whereby greater visibility of the service performance and experience can be visualized. This unique insight is revolutionary for enterprise corporations with outsourced service operations as you can deploy the StableNet® solution as a service and accurately measure and cross-reference your contractual performance SLAs and, more importantly, experience ‘single pane of glass’ service visualization.
StableNet® is also extremely scalable, so small to extra-large deployments are easily accommodated, for example, we have deployments where 50,000+ agents are in operation, and supporting in excess of 100,000 devices.
VoIP and Video Services
VoIP and video real-time services require packet prioritization throughout the End-to-End delivery path of a given network. Assurance that your QoS configuration is being correctly marked, policed and trusted along the communications delivery path is essential.
VoIP in particular is sensitive to delay and needs to be prioritized and expedited from the VoIP hosting environment to the handset.
Call quality is an expected deliverable and being able to measure inter-hop QoS markings, delay, jitter, packet loss, MOSS, R Factor, IPSLA, and perform RTP call simulation means you have the control and knowledge of knowing exactly what the performance experience is of your VoIP services.
Conclusion
Infosim®’s introduction of this cost effective agent option affords customers the ability to deploy solutions that provide the most detailed insight into the End-to-End performance of their networks and applications.
This new agent from Infosim® is like no other product available today, it provides differentiated visualization into the performance and operation of your networks and applications, with invaluable insight into the strengths and weaknesses of every communications hop within the service delivery path, so your mission critical networks and business applications can perform at the highest optimal level.
About StableNet®
The Infosim StableNet® unified management solution provides a complete all-embracing multi-functional management wrap around your entire infrastructure enabling consistent End-to-End management, resulting in faster resolution (MTTR), smarter operational management through lower operating costs, seamless support, flexibility in scaling and provisioning a changing environment to meet new business products and developments, providing for a great customer experience and service differentiation.
The StableNet® solution is a flexible service provisioning, and service assurance multifunctional platform that provides customers with a much broader range of capabilities that include:
• Asset Management
• Configuration and Compliance Policy Management
• Fault & Event Management (with Root-Cause-Analysis RCA)
• Performance & Capacity Management
• Visualization
• Lifecycle Management (EOx)
• Vulnerability Management
For further information on Infosim® products and services, please visit: www.infosim.net
If you wish to contact us for further solution options and discussions or demonstrations of our products, please Email: sales@infosim.net
Success of Digital Services Hinges on BSS/OSS
Network operators know they are going to have to change their business and operational support systems to deliver digital services, but knowing what they have to do and accomplishing it are two different things. For many operators the quick solution has been separating their new digital services from the existing network business, but that move carries its own risks, as Nancee Ruzicka explains
Just as cloud platforms change the way we buy and use software applications, delivering and supporting those services also requires a substantive change. The time-consuming, off-line and often manual processes required to process orders, configure services, analyze usage, calculate bills and support customers are too slow, too fraught with errors and too expensive.
Profitably delivering cloud and virtualized services requires service providers to rethink business processes and acknowledge that many of the Business Support Systems/Operational Support Systems (BSS/OSS) solutions in place are not up to task.
Operators realize this and some, plus vendors, are working with TM Forum on a Digital Services Reference Architecture which overarches virtualization in the form of network functions virtualization (NFV), the necessary changes to BSS/OSS in digital services era and application program interfaces.
TM Forum’s recent Insights Research report, BSS/OSS in the era of digital services – the report on which the graphics in this article are based – reveals that 90 percent of network operators surveyed believe changes are needed.
Yet implementing the kind of substantial process and BSS/OSS changes required to support cloud and virtualized services will not come easily. For service providers, implementing NFV and delivering digital services is an important revenue opportunity. However, virtualization also represents a significant change from service providers’ operations and creates a level of complexity that must peacefully coexist with the infrastructure and services already in use.
Service providers must support customers and services while implementing new network and BSS/OSS solutions. To roll out a new service, operators must often align 10, 20, 30 or more systems from customer contact through service delivery. Beyond the complexity of exchanging data and managing workflow, making manual adjustments for every new product too expensive and unrealistic.
For all the difficulties that multiple BSS/OSS silos create for service providers, rolling out new services (digital or otherwise) is easier, quicker and less expensive when starting with a clean slate. Every new network overlay, from voice, to data, to mobile and now IP, has been accompanied by a corresponding rollout of new network infrastructure and a new BSS/OSS stack.
For cloud, machine-to-machine (M2M) and other digital services, most operators are divorcing the services from the network and setting up a new business unit to tackle the deployment of NFV, Long Term Evolution (LTE) and the associated digital services. Sixty percent of the operators in TM Forum’s recent survey said they have established a structurally separate business for digital services.
That means a new stack of BSS/OSS solutions for fulfillment, assurance and billing. This works if the new business unit changes its perspective on support system processes and functionality. Otherwise, new solutions will only modernize out-dated processes and upgrade systems that are not designed to deliver virtualized services on demand and manage customers in real time.
Demanding on-demand
Service providers competing with over-the-top (OTT) providers recognize that existing BSS/OSS processes are vulnerable when it comes to rolling out cloud and virtualized services. While the BSS/OSS solutions in place work well for existing services, even the most capable BSS/OSS solutions are not well integrated from the customer to the network.
Service velocity – getting products to market more quickly – is becoming increasingly important to service providers. NFV and the automation that it brings to operations will improve service velocity, but service providers have a long way to go to realize those gains.
Investments in real-time mediation, revenue assurance and billing to meet customer and regulatory demands have helped service providers automate and streamline a number of important operational tasks. Likewise, some BSS/OSS solutions are monitoring status and performance across network and service delivery platforms, thereby collapsing some of the network and element management silos.
Transaction engines that process customer data records in real time and share that data with multiple BSS/OSS solutions are becoming the norm, and those same mediation techniques are being implemented outside rating and charging. Understanding customer behavior as it happens requires data mediation, transaction processing and analytics that are well beyond billing.
“[Our] pain is in the flow of information between systems versus systems themselves,” says another large broadband operator. “Once that [common information model] is in place then we can focus on the pieces.”
Becoming data-driven
Customer and service transaction data is used by assurance, policy enforcement, performance management, security, billing, marketing, customer management and other back-office systems to find faults, uncover security breaches, feed customer analytics engines, execute policies, and manage network quality and capacity.
This data is captured from the infrastructure, but as the volume and variety of infrastructure elements and layers of virtualization increase, the data becomes more difficult to acquire and disseminate.
Although the need is urgent, service providers are progressing slowly toward implementing common data models that establish formats and methods for the use of data throughout the business and enable the type of integration and automation required for cloud and virtualized services.
Becoming data-driven is a strategic imperative that affects every customer, service and system. Access and transport network infrastructure is no longer unique to each product offering and the delivery of cloud services changes with each user and application. Creating a single horizontal view of the customer across the business starts with a single view of the products.
Those product models then drive provisioning and activation functions. Once delivered, individual customer’s product configurations are monitored and utilization data is captured to define new offers.
Service providers readily admit that the biggest delays occur in product delivery and fulfillment. In fact, 65 percent of operators surveyed ranked service delivery and fulfillment as most critical in terms of needing upgrades.
Most service providers spend three weeks or more defining a product and up to three months making it available to customers. On average, the time required for service providers to bring a new product to market is two to six months – and many take longer.
No time like the present
As service providers move into the cloud and virtual services market, and compete with the likes of Google, Amazon and others, it is important that they stick with their strengths.
Numerous surveys indicate that service providers remain the most trusted partner for enterprises interested in implementing M2M capabilities and connected devices. Based on the scale, reliability, availability, security and overall quality of services and the public network, that reputation is well deserved.
Beyond adding infrastructure and creating capacity with virtualization, it is important that service providers make cloud and digital services useful to customers. Many network operators have built data centers and offer hosting and storage services, as well as data center colocation and software as a service. However, these services are still largely network-based.
Customers need industry-specific applications to support transportation, healthcare, logistics, government and a host of services targeted at consumers, like home-monitoring and location-based mobile services.
Virtualization creates opportunities for service personalization, speed, flexibility, automation and customer centricity that are not available now.
Rather than treating BSS/OSS solutions as an operational expense, service providers will benefit from making BSS/OSS an important part of the overall virtualization strategy. The success or failure of virtualized service offerings will be entirely determined by the data management, orchestration and BSS/OSS solution strategies implemented.
Nancee Ruzicka is President and Chief Strategist at ICT intuition. This article is excerpted from TM Forum’s Perspectives publication which is available free at http://perspectives.tmforum.org/. Topics such as customer experience, analytics, digital services and IT transformation are the focus of TM Forum Live!, June 2-5 in Nice, France. InterComms readers can take advantage of $200 off the price of an All-Access Gold pass using the code PQV4VX.
Register today at http://www.tmforumlive.org/.
From Cable to Service: Why Data Center Infrastructure Management (DCIM) is an important discipline for every Service Provider
Eric Brabänder, Master of Business and Engineering, is responsible for the marketing and positioning of FNT’s innovative software products. He has 15 years of marketing experience in the software industry. Before joining FNT as Chief Marketing Officer, he worked for IDS Scheer AG and Software AG in different roles in strategic marketing, product marketing and product management. He was responsible for product management and product marketing of the market-leading business process analysis software ARIS.
Q: In our last issue we talked about converging technologies, service delivery models in multi-cloud environments and how FNT enables service providers to standardize their products and services even within heterogeneous environments. Now you state that DCIM is a very important discipline for service providers. What is DCIM and how is FNT involved in the DCIM space?
A: Data Center Infrastructure Management (DCIM) is a discipline to manage all data center processes holistically in regards to energy-efficiency and operational excellence. 451 Research defines DCIM as a system that “collects and manages information about a datacenter’s assets, resource use and operational status. This information is then distributed, integrated, analyzed and applied in ways that help managers meet business and service-oriented goals and optimize their datacenter’s performance.” FNT is a worldwide provider of a holistic and integrated DCIM solution which can be understood as the software-based administration of infrastructure components in a data center — from the IT systems and power supply to the climate control and building service. This was also confirmed by a report recently published from 451 Research Group. But FNT’s DCIM solution is not only focusing on the data center and its IT and facility assets but also on the integration of the communication infrastructure between data centers as well as the whole value chain of a data center and service provider.
Q: Why should communication service providers have a look at the topic DCIM?
A: In fact, there’s a whole lot more to DCIM. Contemporary technologies such as cloud computing, software defined networking or the parallel provision of data, voice and video services over a single network connection, known as “triple-play,” require a highly flexible IT infrastructure. To achieve that flexibility, it is essential to use combined management tools that cover both the data center infrastructure and the services provided on top. The days are gone when data centers offered enterprise users only a limited range of IT services. Today, they are becoming service providers in their own right, offering a wide variety of IT and telecommunications services on-demand and in a choice of quality levels. This is especially true of data centers operated by providers of communications and cloud computing services. Service providers in particular are confronted with a number of market developments that can only be negotiated successfully through efficient management of both their IT services and the data center infrastructure by which the services are provided.
Q: Can you give some more detailed examples for the market developments you mentioned?
A: One market trend can be identified in video data: According to a study by Cisco Systems, the volume of video data as a proportion of all Internet traffic is set to exceed 70 percent worldwide by 2017. This means that not only the networks but also the data centers used by service providers must have the flexibility to stream video services on-demand and in the desired quality. Another example is cloud computing services: According to Cisco, the IP data volume in cloud data centers will reach 6.6 zettabytes worldwide by 2016 (2012: approx. 2 zettabytes). What this projection indicates is that companies and public bodies are moving the majority of their data and applications to public and/or private clouds. On top of that are the services that private users obtain from the various clouds, such as videos and music services. The Cisco study predicts that around 62 percent of workloads will be located in cloud data centers by 2016 and only 38 percent in traditional data centers. This trend is accompanied by mobile data: According to the Cisco Visual Networking Index, the volume of data downloaded each month to mobile devices, such as smartphones and tablets, will reach 11.2 exabytes worldwide by 2017. Around 7.4 exabytes of that total will be video. For service providers it all comes together in triple-play services: The provisioning of voice, data and video services over a single network connection is an increasingly important factor. At present, most of these “triple-play” services are provided via DSL or cable. Thanks to mobile broadband technologies such as LTE, LTE Advanced and, ultimately, 5G, they will also be available on mobile devices in the future.
Q: DCIM helps managing the data center infrastructure. How can FNT now support communication service providers to use this technology for a better quality of services and to stay competitive in the market?
A: The flexible provisioning of IT services in areas like triple-play and cloud computing has a significant impact on the way data center resources are managed. It is no longer possible to use traditional DCIM tools to deal with these emerging challenges. There are two distinct aspects to data center management here: management of infrastructure within the data center, including facility management (building services, climate control), power supply and IT equipment, and management of services, ensuring the desired quality of service (QoS) is maintained at all times. The fact that DCIM solutions only focusing on managing data center assets without knowledge of their products delivered are no longer adequate in modern environments is particularly obvious when it comes to triple-play services. In addition to traditional data services, such as Internet and e-mail, triple-play providers deliver telephone services (voice), video-on-demand (VoD), IPTV (television over IP-based networks) and music services. This all means that the secret sauce for a competitive advantage is about the definition of the right products for the end-user, the alignment of the products and services that are delivered by a service provider and finally the efficient management of these resources and the infrastructure that is needed for the delivery.
Q: How can these products and services be defined and aligned with the underlying infrastructure, especially within in the data center?
A: A service provider needs to align his product definition and the service delivery with the underlying infrastructure of the data center. To give an example from a typical triple-play service: First, the product managers compile a product and service portfolio. This includes all the various services the provider wants to offer. In the case of video services, for example, these could include IPTV and video-on-demand. The IPTV offering could include live streaming services (multicast services: single sender, multiple receivers), while video-on-demand (single sender, single receiver) could be movies or pre-recorded TV shows that users select individually. In addition, these services could be offered in a choice of resolutions (e.g. HD and standard). This service or product portfolio is used as a basis for developing the service architecture. Included in this concept are the functionality and technical demands of the services to be offered (e.g. IPTV or VoD). It also defines the minimum requirements for the IT and network infrastructure via each service that will be provided, e.g., network bandwidth and the type of connections used by consumers (ADSL, VDSL, fiber optics, cable TV). Added to that are other factors that affect the quality of service (QoS). These include, for example, delays in transporting IP packets over a network (“latency”) or channel congestion that results in packet drops. The development and provisioning of standardized service packages can be greatly facilitated by a portfolio and service management tool such as FNT Service Planet. All the information required to define, monitor and manage services and the associated assets throughout the entire lifespan of a service is stored in a portfolio and service management database (SMDB).
Q: How is this linked with the data center and the underlying infrastructure?
A: In a second step, the requirements defined in the product definition and service demands will be projected into the data center. One of the biggest challenges is to ensure that the services offered can be adequately supported in the data center. That applies not only to video-on-demand and triple-play offerings, but also to business applications such as office suites or customer relationship applications that are streamed to users from a cloud. It is important here to consider the capacities in the data centers where the services are provided (e.g. server and storage systems) as well as network hardware. Other aspects are the various infrastructure components such as cooling, power supply and building management. These determine how many server racks can be placed in specific areas of a data center without creating hot spots or bottlenecks in the power supply. This is where DCIM comes into play. A DCIM platform, such as FNT Command, manages all the components on the IT side (i.e. servers, storage systems, switches, and UPS systems). It also covers the infrastructure side (i.e. power supply, climate control, and building services). In addition, the software can capture system loads, power consumption and the status of the climate control systems. Combined, this data enables seamless management of systems, networks and infrastructure. Other important tasks include capacity planning and simulation of changes in the data center. This is useful in the case of data centers where new services are provided on the fly or existing services have to be adapted to changing requirements. In this case, “adapted” means the data center manager has to create new (virtual) server and storage systems and then enable user access—all within a short period of time. In addition, a DCIM solution such as FNT Command provides data center managers with the information they need to optimize rack and server workloads. The management of virtual machines (VMs) in a DCIM solution is fundamental for service management since the majority of IT services are now implemented as virtual machines on data center servers. These services range from classic business applications, such as CRM and virtualized desktops, to video offerings. A DCIM solution should therefore be able to incorporate virtualized server, storage and network resources. It is no longer enough to just cover the physical layer and provide data on the power and data cabling, patch panels, switches, and server and storage hardware. It is equally important to consider the logical network and system layers. DCIM solutions such as FNT Command provide information on servers, their operating systems, IP addresses, VLANs and wireless LANs, as well as storage systems and volumes. A DCIM platform should also enable management of databases, business applications, software licenses and software versions. With a solution such as FNT Command it is even possible to generate orders to service providers and realize workflows from within the DCIM system. This leads to the fact that a DCIM system like FNT Command will be the core of all data center management processes and ensures with its integrated workflow that all assets and changes will be planned and documented within one central DCIM solution. A data center manager can rely on the data of such a central system for all strategic planning purposes or legal aspects, like audits and compliance requests.
Q: How will all these data be populated into the DCIM software?
A: This is a very important question. When looking for a DCIM tool it is very important to ensure that the system is open to exchange data into all directions and that the system has a flexible but broad data model that allows central gathering and recording of all the necessary information to run a data center efficiently. The DCIM solution based on FNT Command is provided by FNT as a very open architecture based on well-defined and visible API and easy access to the entire database. But FNT already delivers many standard adapters for a bunch of systems that help to fill the repository. There is connectivity to Auto-Discovery Systems (like Infosim), to CfD Systems (like Future Facilities 6SigmaDC), to IP Management Systems, Telephone Systems, Monitoring Systems and Virtualization Systems. Beside this, FNT also delivers an integrated staging area that helps to transport and synchronize all the data needed. To offer an open database is a key strategy for FNT because we are a pure software vendor. This means we are not restricted to any data center hardware and we often find heterogeneous customer environments. If the DCIM software is not open to integrate every asset that has to be managed, it will not fulfill its purpose. Another important aspect is to measure the live data as a basis for the optimization of your energy-efficiency. One of the essential functions of a DCIM platform is to monitor devices at the system level. Solutions like FNT Command Data Center Management Integrator (powered by Intel® (DCM)) collects real-time data, such as power consumption, CPU temperature and server system temperature. This data can be used to find potential energy savings. As a part of the FNT Command DCIM platform, the integrated FNT DCM powered by Intel® delivers exactly these aspects of the server infrastructure in the data center. This includes producing workload diagrams and forecasting future utilization and power requirements.
Q: This means that a DCIM System is not only for managing data center assets but rather an integrated solution for data center processes. Will a service provider be prepared for the increasing business requirements when deploying a DCIM system?
A: DCIM information is essential in order for data center managers to have both a realistic and holistic view of IT system workloads within the data center, as well as power consumption and cooling requirements. But that‘s not all: a DCIM solution provides information on the respective workloads of all physical and virtualized server and storage systems when providing a particular service, plus the secondary costs (power, cooling) incurred. On the one hand, this makes it possible to calculate the cost of providing a particular IT service. On the other, this information is absolutely essential for service providers who want to automate the provisioning of their IT services. Doing so would not be possible without a full range of core information, e.g. IT and infrastructure components in the data center, as well as network connection parameters. But a modern DCIM tool is not merely a simple facility monitoring instrument. It needs to be able to support emerging developments affecting the data center, such as cloud computing, virtualization and SDN, and this from the service management or customer’s end-product perspective. The approach and the comprehensive data model used by FNT Command and FNT Service Planet enable the mapping of current processes and business models while also being capable of handling future requirements, thus providing a high-performance, future-proof solution for data center management. 451 Research has already anticipated this process and enhanced its DCIM model towards DCSM - data center service management tools – and this is exactly what FNT will provide to its customer base.
For more information please visit:
www.fnt.de
InterComms talks to Eric Brabänder, Chief Marketing Officer at FNT, about the importance of disciplines like DCIM for Service Providers and why it is essential to use combined management tools that cover both the data center infrastructure and the services provided on top
Big and Small Data Offers Huge Benefits
Rob Rich, Managing Director, Insights Research, TM Forum, talks to Annie Turner about customers, net promoter scores and big data analytics
AT| We’ve talked a lot about improving customer experience, so why does progress seem slow?
RR| Progress has been slow, because, firstly, some service providers have struggled to cope with the expanding breadth and complexity of the market. Secondly, the urgency has only become apparent as markets have matured; margins and revenues have fallen; and device, app and web companies have distanced service providers from customers. Finally, organizational and cultural issues have certainly come into play, particularly for some ‘traditional’ service providers.
AT| Has your view of customer experience changed in the last five years?
RR| The fundamentals have changed little. For the customer, it’s still about usefulness, convenience and trust. But nowadays the diversity of devices, channels and services, and the volume of usage have exploded, so customers are more in control.
AT| Should there be more focus on providing excellent coverage and connectivity – and the agile IT infrastructure to enable it – rather than net promoter scores (NPS)?
RR| I would argue that fundamentals like coverage and service performance heavily influence NPS. If your service performance is poor is that useful? Convenient? Does that increase trust? The best way to increase NPS is to do the basics well – determine what’s really important to your customers, prioritize that and your NPS will likely improve.
AT| What are we trying to achieve with big data analytics?
RR|There are many areas where ‘big’ and ‘small’ data can help, and service providers have a huge opportunity to improve customer experience, develop attractive products and offers, and lower costs.
AT| What are the most important areas big data could help service providers with?
RR| Several service providers are using network and customer data to learn the habits of their most valuable customers, for example which locations they favor. They also use network data to determine overall usage in those locations. By comparing the two, they can drive network investment to improve performance and customer satisfaction. Another example might include improving recommendation engine performance by adding unstructured and semi-structured data to the analytical mix. Another might be social network analysis to identify influential users’ propensity to churn. It all depends on what the service provider views as most pressing.
AT| When will big data analytics deliver in the communications industry?
RR| Big data analytics is still in its infancy and will continue to develop over at least the next decade or two. For service providers approaching it with the right strategies and resources, it’s delivering value right now!
Annie Turner is Editorial Director at TM Forum. She has been researching and writing about the communications industry since the 1980s, editing magazines dedicated to the subject including titles published by Thomson International and The Economist Group. This article is excerpted from TM Forum’s Perspectives publication which is available free at http://perspectives.tmforum.org/. Topics such as customer experience, analytics, digital services and IT transformation are the focus of TM Forum Live!, June 2-5 in Nice, France. InterComms readers can take advantage of $200 off the price of an All-Access Gold pass using the code PQV4VX. Register today at http://www.tmforumlive.org/.
Profit Acceleration for Ecosystem Partners
Tim McElligott, Senior Consulting Analyst, Global OSS/BSS Strategy, Stratecast. Mr. McElligott has recently joined Stratecast as a Senior Consulting Analyst for global OSS/BSS strategies. He has 25 years of experience working in carrier environments and writing for telecommunications publications, including FierceMarkets, Telephony magazine and VIRGO publishing.
Ittai Bareket, Chief Executive Officer, Netformx Inc.
As Netformx CEO since 2005, Mr. Bareket has provided strategic leadership that helps service providers, systems integrators, and equipment vendors increase profitability by creating and selling the information, communications, and technology solutions that power business.
Tim McElligott, Senior Consulting Analyst, Global OSS/BSS Strategy at Stratecast, frames the issues around profit acceleration for enterprise ecosystem partners and then interviews Ittai Bareket, Netformx CEO, on CSP challenges and how Netformx helps them increase profitability.
The delivery of global enterprise communications services is increasingly a team effort. In turn, service delivery is gradually comprised of players beyond the communications service provider (CSP) domain to include partners for infrastructure, applications, value-added services and content. There have been concerted efforts across the industry to make these services available in real time, to develop customer and network intelligence in real time and create malleable, software-driven networks that can optimize themselves in real time for the highest quality service delivery. However, these efforts are no more than high-tech theatrics if the realization of revenue and profitability for both CSPs and their partners is not likewise accelerated.
Enterprise services generate more revenue than consumer services and have the potential to be highly profitable. Too often, CSPs and their delivery partners, such as value-added resellers, managed services providers, content providers, cloud infrastructure providers, and interconnect partners fail to realize this potential. The complexity of service design and delivery, as well as partner management, makes it difficult to achieve higher margins. However, with increased automation enabling the right solutions and process improvements both the complexity and the degree of difficulty can be reduced or eliminated, leading to profit acceleration for all parties involved.
Partner profitability is vitally important. As solutions are created and delivered by leveraging diverse ecosystems of partners, these ecosystems will become competitive themselves. Companies will want to partner with others in the ecosystem whose practices and processes deliver the most efficient and profitable results. A growing emphasis on partner management is reflected in the projected growth of partner management solutions through which the profitability improvements resulting from design automation can be tracked. Partner management solutions will represent approximately 6 percent of the global billing market by next year. Most of that growth will come in support of partner-provided connectivity and value-added services from cloud application suppliers. And the acceleration of profitability for those partners will be owed to improved processes at the very beginning of the sales cycle.
Partners are interested in rapid settlement, but they are even more interested in larger, or higher-margin settlements. Accelerated profitability can only result from eliminating the costs associated with errors and rework in the solution design and fulfillment process. These process improvements are required not only across the CSP domain, but also across the operations domains of all partners. The best practices for the processes and the tools for automation that can streamline and increase the accuracy of service fulfillment begin long before the provisioning and activation activities that garner so much attention. They require a highly automated, error-free design process from the start.
The industry error rate for enterprise network design is as high as 40 percent. Many factors contribute to this intolerable rate, including the nature of the enterprise market itself. Each enterprise has unique requirements, or at least believes its requirements to be unique, and demands customized solutions. Designing custom solutions using manual or semi-automated processes, or processes designed to follow unyielding guidelines, is a process prone to errors.
Other factors contributing to design errors include:
• The pre-sales process: Remote sales teams are not empowered. They rely on static, high-level network diagrams that can’t possibly create a service in real-time or even reserve capacity or infrastructure. Such designs are often rejected by the network engineer.
• Partner resource coordination: Sales personnel often lack up-to-date access to partner inventories and promotions or discounts. They are not able to factor these into their decision process, particularly when some of the incentives are applied retroactively.
• Cloud and data center processes are unfamiliar: In addition to the real-time nature of cloud environments, which can be unfamiliar territory for CSP sales teams, the processes for designing cloud-based services is also foreign. The number of new processes as well as suppliers and partners is daunting.
All this uncertainty regarding processes across multiple partners has an adverse effect on profitability. It also increases the time it takes to move orders through the process and tangles up resources, making them unavailable to pursue new opportunities and further diminish profitability for all.
Steps CSPs and their partners can take to accelerate profitability begin with automating the pre-sales process. To instill consistency in all sales engagements, they can:
• Standardize on guided selling methodologies that utilize an up-to-date, common knowledge base of configurable solutions, products and services. This fosters generating validated proposals and reduces rejections. This also reduces implementation time and increases revenue generation.
• Include a profitability optimizer to ensure greatest margins are achieved taking into consideration programs, promotions and cost.
• Replicate best practices across the organization and across all suppliers and partners. Hold partners accountable for following those practices.
• Incorporate customer requirements into the design and fulfillment processes. This includes regulations and compliance requirements across countries.
• Incorporate technology vendor incentives to maximize profitability at design time.
• Ensure compliance with rules associated with rewards and incentives programs including maintaining the proper vendor certifications.
In a report from November 2013, called “Error-free Design: Why Owning Service Complexity Benefits the Business,” Stratecast focused on the CSP business. One CSP in particular, Sprint, was able to reduce its solution design error rate from 20 percent to nearly zero. However, as part of a bigger picture that requires new ecosystem partners working together to deliver services, CSPs also need to focus on the business health of their partners. They can do so by creating designs that are profitable for all partners.
Netformx is a company focused on simplifying the solution design process, accelerating the sales cycle, and enabling higher levels of profitability. Stratecast’s Senior Consulting Analyst, Tim McElligott, discussed with Ittai Bareket, CEO of Netformx, the ways CSPs and their partners can benefit from a better design process.
Q: Of the many challenges CSPs have designing and delivering solutions to enterprises today, which is the most pressing and how does Netformx help them address it?
A: CSPs must increase sales productivity and improve order accuracy in a fast moving and highly competitive market. This is particularly challenging for orders that include assembling solutions that incorporate multiple vendors, varied deployment models and partners or complex requirements. The resulting potential for errors is very high. Errors introduced during the design phase will have a ripple effect impacting the profitability of the contract.
Netformx provides sales enablement solutions to create validated designs and optimize overall profitability for every proposal. By relying on guided selling methodologies and a comprehensive catalog of services and products, accurate designs are created without dependencies on experts. In addition, the resulting implementations are error-free with near zero order fallout, significantly reducing truck rolls, returned equipment and service level agreement (SLA) infractions.
When orders are created and fulfilled promptly and without error, CSP revenues increase as a result of faster revenue realization and exceptional customer satisfaction. Margins also increase as expenses shrink thanks to reduced needs for human intervention.
Q: All ecosystem players have their own best practices. How does a CSP get all its partners on board to standardize on a common set of practices?
A: As an example, CSPs must deal with significant complexities when designing solutions for global enterprises. Not only is the technology complex and changing continually, but also numerous teams must collaborate and design for country-specific requirements.
By implementing standard and more automated processes, CSPs can achieve scalable and predictable results — no matter where in the world the work is being done and how many business, sales, or technical experts are involved in the design. This improves productivity, time to respond, and overall efficiency that mean real business savings.
Q: CSPs are still developing the core competencies for designing and delivering cloud and data center solutions. What is their greatest need and how can you help them meet it?
A: The demand for hosted and hybrid data centers to power cloud-based solutions is exploding. Many CSPs are struggling with the increased number of proposals and the need to deliver competitive solutions. One of the bigger challenges is sizing the application workload and corresponding computing resources. The complexity comes from having the right expertise to properly size all the applications, which will run in this environment, and then selecting the multi-technology solution from a number of vendors. Typically this results in making safe decisions that may be over-engineered and often too expensive for the client.
Netformx addresses this challenge with Netformx Data Center Designer. We enable users to rely on application-based configurations leveraging unique optimization algorithms. Users provide the application requirements by leveraging pre-defined templates. Data Center Designer automatically determines the optimal resources to support the workload and generates an offer with multiple price points. Our industry-first approach accelerates the design process, increases productivity, and reduces the potential for errors. Proposals that used to take weeks to construct now only take minutes.
Q: Why is there such a challenge incorporating incentive programs and promotions into proposals? What are the repercussions of not incorporating them?
A: For example, Cisco’s Value Incentive Program (VIP) can be a major contributor to profitability. However the program is dynamic, the rules are complex and have strict compliance requirements. Managing all the variables associated with such a program is both costly and error-prone.
Our PartnerCentral (formerly VARcompliance) automates vendor certification and incentive reward tracking, monitoring, and management. As a result, our customers capture more reward and promotion dollars and ensure their compliance. CSPs can better factor promotions as they generate a proposal. This increased visibility into the profitability associated with a given opportunity aids in making better business decisions that proactively increase profitability and drive operational efficiency.
CSP’s that have not yet automated promotion and incentive management are leaving money on the table.
Q: Speaking of acceleration, can you quantify the speed at which you have seen CSPs and their partners accelerate profitability?
A: Our customers have seen some pretty dramatic results, for example:
• Doubling the productivity of their sales teams
• 10 times faster to generate proposals which are 99% error-free
• Identifying an average of $5K more margin for every $100K in a bill of materials
• Cutting in half time to market for new products and services
• Reduction in implementation rejections by 20% or more
• Doubling customer satisfaction with the CSP’s clients
The opportunity in delivering complex services to the global enterprise market is tremendous. To seize the opportunity, CSPs must shelter customers from the inherent complexity while creating seamless, scalable and predictable sales and ordering processes across their operations and across those of all their ecosystem partners. The resulting increase in sales productivity and improvement in order accuracy will reduce costs and accelerate profitability. To learn more on this topic, download the free report, Error-Free Design: Why Owning Service Complexity Benefits the Business, at http://www.netformx.com/l/119.
For More Information:
Netformx Solutions:
http://www.netformx.com/overview-story
Netformx: www.netformx.com
Transformation at Breakneck Pace
Virtualization requires almost immediate attention to network operations, if the telecom world is to achieve its digital services goals while maintaining network reliability and ubiquity of service. Carol Wilson explains how network functions virtualization (NFV) is taking off at unprecedented speed and how the industry is tackling the issue of operational transformation to support virtualization
During most major technology transitions in the telecom world, network management and Business and Operational Support Systems (BSS/OSS) have lagged behind, grabbing the industry’s attention only when they’ve threatened to derail anticipated progress. This is not proving to be the case where the shift to virtualization is concerned.
A scant nine months after 13 major global network operators came together to announce their collaborative effort on network functions virtualization (NFV), red flags were already being waved about the need to move quickly to determine what network management and orchestration of this newly virtualized effort would resemble. And before the European Telecommunications Standards Institute’s NFV Industry Specifications Group (ETSI NFV ISG) could blow out the candles on its first birthday cake, significant efforts were under way to determine how – and if – today’s legacy BSS/OSS would migrate to support NFV or whether a totally new approach would be needed.
Today, barely 20 months into the life of the new standards effort, the telecom industry has recognized the significant challenge at hand in transforming network operations to enable the full benefits of virtualization. For a more detailed discussion of ETSI’s work and the effect virtualization will have on BSS/OSS, please see TM Forum’s Quick Insights report, NFV: How will it impact OSS?
Different from the rest
There are several reasons this particular network technology transition – or transformation, as many people are calling it – is different from changes that have happened before, and those differences are creating the urgency for operational changes that mirror the pace at which NFV and its twin, software-defined networking (SDN), are being adopted.
First, the network operators themselves are driving the move to virtualization. They recognize the competitive challenges they face in being able to deliver new services more quickly and on demand, both to compete with over-the-top (OTT) providers, such as Amazon and Google, and to meet the challenge of their own network growth potential, particularly in the wireless realm. Without a parallel transformation of the systems that enable operators to provision, manage and bill for new services, the real benefits of virtualization cannot be realized.
Second, the early discussion of SDN started in the data center, and its initial benefits were based on the cost-savings associated with moving away from function-specific routers and servers, and toward commercial-off-the-shelf (COTS) hardware that could be controlled by specialized software. As telecom network operators began to digest the advantages of virtualization within the network, however, the tight focus on capital expenditure (CapEx) and operating expenditure (OpEx) savings shifted.
Long term, operators do want to save money on specialized hardware and reduce their dependence on vendor-specific software upgrades and features, but their near-term goal is to enable new service delivery in a rapid yet efficient way that enables new revenue and – most importantly – new profit.
This aspect of the transition to virtualization is important, because of the current reality of operating a telecom network: While operators must invest to deliver greater capacity to meet consumer demand, they are rarely, if ever, able to count on additional revenue from delivering that capacity. In fact, in many areas, competition is driving down what consumers actually pay to use more bandwidth.
Finally, the nature of virtualization itself requires almost immediate attention to Page 22 of 68Perspectives Exported on the 25th March 2014, 03:28 PM network operations, if the telecom world is to achieve its digital services goals while maintaining the network reliability and ubiquity of service for which it has long been known.
Virtualization breaks the physical bonds of network functions to devices and requires the ability to assemble a service or network capability from disparate systems whose geographic location within a network becomes irrelevant. Services must work closely with networks – or components/resources within networks – for virtualization to succeed.
Securing The Vision
The year-long debate over how to best operationalize virtualization has gone in a couple of directions. One concerns how to extract what’s needed from legacy systems, such as data about the network or customers, without relying on or being limited by those systems; the other has focused on the wisdom of moving BSS/OSS into the cloud, essentially to virtualize the operational processes themselves.
But there is a more fundamental view to this process, which underpins TM Forum’s new initiative, Zero-touch, Orchestration, Operations and Management (ZOOM). Because this is a long-term transformation, the Forum is focused on making sure the ultimate goal – how the virtualized network would function optimally – is kept in sight.
“In trying to figure out where we see TM Forum assets being most applicable, a number of our service provider members encouraged us to think of it from a ‘green-field’ perspective,” says Ken Dilbeck, Vice President, Strategic Programs, TM Forum. “We wanted to decide what the ultimate environment would look like and only then try to figure out how to get there.”
Because this is a dramatic change, trying first to plan a migration path from today’s BSS/OSS could serve to limit that vision, he says. Instead, telecom network operators need to take a page from the book of IT and data center experts and the transformation imposed there in the move to virtualization.
ZOOM is focused on where the network needs to be and what it needs to be able to deliver, which includes automated processes that enable the users themselves to turn services up and down quickly, as happens today in the cloud-computing world. Those processes should not require human intervention of any kind, but should be able to tap the necessary network resources, and they should enable personalization to individual customer requirements.
Through automation, service providers will also be able to cut CapEx and OpEx by eliminating time-consuming and error-prone manual processes, as well as dependence on function-specific hardware and vendor-specific integration. Ultimately, virtualized operations must enable the network to evolve as quickly as service demands and technology enables – something that isn’t possible today.
ZOOM will pull together the best and brightest minds from network, cloud and data center communities, according to Dilbeck. The idea is to enable the cloud and data center communities to influence how the network vision and architecture are developed, with the goals of reshaping business and operational practices to produce the flexibility and agility needed in a virtualized environment, he explains.
True to network service provider tradition, ZOOM will also shine a spotlight on security and reliability. Key to that process will be working with and through the existing groups defining NFV, notably the ETSI NFV ISG, as well as the organizations developing open standards in the SDN space, as open applications programming interfaces (APIs) are a necessary requirement of virtualized infrastructure. TM Forum pays special attention to open APIs through its Open Digital Program.
Most likely, migration steps from today’s BSS/OSS will become part of the strategy. TM Forum’s existing data models will be exploited, but these are tactical tools to be considered in the broader process of achieving the ultimate vision. The multiple NFV-related Catalyst projects on display at TM Forum Live!, the Forum’s annual management conference to be held in Nice, June 2-5, 2014, will inform and advance that vision. The Catalyst Program in general can also be used to validate solutions produced going forward.
All of this activity will be required if NFV is to continue to set telecom records in terms of development and deployment, and if virtualization in general is to achieve its ambitious goals for transforming telecom.
Carol Wilson is Editor-at-Large for Light Reading, where she also serves as Dean of Light Reading University. She has covered the telecom industry for 28 years, including 14 years at Telephony, eight of those as editor-in-chief. This article is excerpted from TM Forum’s Perspectives publication which is available free at http://perspectives.tmforum.org/. Topics such as customer experience, analytics, digital services and IT transformation are the focus of TM Forum Live!, June 2-5 in Nice, France. InterComms readers can take advantage of $200 off the price of an All-Access Gold pass using the code PQV4VX.
Register today at http://www.tmforumlive.org/.
Governance of cyberspace
A clash of values
By Marcel Ambiana Belingue, Head of Membership and Communications, Commonwealth Telecommunications Organisation, United Kingdom
We have entered highly promising times in our political, economic and social development; we are hovered up into fast-growing cyberspace where space and time are becoming almost immaterial and opportunities are being equalised for all. Ever more of us are empowered to share, trade, or meet and exchange with many others almost anywhere in the world, at the speed of light, thanks to information and communication technologies (ICTs). There is still some way to go before we achieve global access to ICTs, but in this seemingly borderless cyberspace, we reach out to anyone instantly and our ability to influence events nearer or further away from us seems almost without limitations. We even take collective action into cyberspace, and soon perhaps we will be able to 'tweet' into power (or 'flickr' out) entire governments. Boundaries between the physical and the virtual have blurred considerably, and such is the promise of cyberspace that it seems as if for many it has become a permanent space, a world of infinite possibilities.
At the same time, perhaps because of the growth and complexity of crime in cyberspace, the international community is yet to agree on if, and how the Internet, its main platform should be governed. Indeed, while the private sector embraces cyberspace and is able to adjust quickly to the opportunities and threats it brings, things are – yet again – proving too fast for notoriously slow governments that are struggling to agree on rules that should govern life in cyberspace at national and international levels.
Two opposing views continue to dominate the debate on the governance of the Internet: cyberspace ultraliberals’ view that cyberspace should be immune from rules, state or corporate control, with anonymous communications, and cyberspace sceptics’ view that rules and control should apply to address issues such as safety and crime in cyberspace. Opportunities in cyberspace continue to grow, but so are threats to individuals and organisations, and so consensus should be about finding the right balance between liberals and sceptics. We are constantly and increasingly exposed to, and are often also direct, indirect or collective victims of crimes of different kinds and scales: cyber-scams, cyber-thefts, cyber-bullying, hacking, phishing, spamming, cyber-terrorism, cyber-warfare, and cyber-attacks (including DDoS, or distributed denial of service attacks, as reported in a cyber ‘stand-off’ during the escalating crisis between Ukraine and Russia over Crimea).
While international consensus has been reached on other previously contentious Internet issues and action is being taken in areas such as cybersecurity and cybercrime, ‘blocs’ have emerged over who should govern the Internet, with rather unexpected alliances. The last World Conference on International Telecommunications (WCIT) organised by the International Telecommunication Union (ITU) in Dubai in December 2012 opposed pro- and anti-ITU countries who sought but could not reach a consensus on the inclusion of the Internet within international telecommunications regulations (ITRs) and thus, a role or not for the ITU in the Internet space; in the closing hours of the 12-day event, Iran’s call for a formal vote – instead of a consensus – on a specific human rights language proposed to be included in the new ITR treaty unexpectedly favoured US and other countries such as the UK, Japan and Australia opposed to using the UN framework to govern the Internet, effectively postponing the much needed broader international consensus WCIT was expected to secure on the governance of the Internet.
While the Dubai WCIT was seen as a success by the ITU’s leadership, anti-UN control observers described it as a mere failed UN attempt to take over the Internet. More ironically, for others, WCIT was primarily about pro-human rights countries claiming a right to use denial of access to the Internet against target anti-human rights countries, while those considered anti-human rights were the ones insisting on universal access to the Internet.
Five months after the Dubai WCIT, whistleblower Edward Snowden's release of documents detailing large scale global surveillance activities by the US and the UK will come to discredit them significantly as pro-human rights and anti-UN control countries.
The current divide is not surprising. It mirrors real international differences over how to balance security, safety, privacy and freedom of expression that already exist offline or, put simply, differences over what should be allowed or prohibited online, and who should control the Internet.
For some, the Dubai WCIT outcome is indicative of the lack of understanding of what the Internet is. As most “unowned” technologies, the Internet grew primarily out of consensus among all actors – how to make it work for all and how to resolve disputes, and consensus remains the best way to guarantee its further development, argues Jonathan Zittrain, professor of law and professor of computer science at Harvard University.
In March 2014, Commonwealth countries adopted a cyber-governance model based on the key idea that what is unacceptable offline is unacceptable online. The model builds on the core values promoted in the Charter of the Commonwealth and provides a guide in which governments, industry, civil society and users all have a shared responsibility in tackling cyber-threats to society.
Through this model, the 53-group of countries have resolved to uphold the core values included in the Charter, but also to engage in collaboration and mutual support. Member countries will be guided by four key principles:
• They contribute to a safe and an effective global cyberspace
• Their actions in cyberspace support broader economic and social development
• They act individually and collectively to tackle cybercrime
• They each exercise their rights and meet their responsibilities in cyberspace.
Commonwealth cyber governance principles and suggested actions are provided on pages 56 and 57, and the full model can be downloaded at http://www.cto.int/focus-themes/cybersecurity
Far from a wasted effort, WCIT has at least allowed for the most open international debate to date on the governance of the Internet. But, as a voluntary association of independent countries, the Commonwealth clearly offers its members greater scope for a consensual rather than a prescriptive Internet future. In addition, its model is not limited to the Internet but covers, more widely, cyberspace. Hopefully, NETmundial, the Brazil-hosted global consultation taking place this month in Sao Paulo on the future of the Internet will reflect on this approach to help find a way forward, be it within or outside of the UN framework.
CORE VALUES IN THE 2013 COMMONWEALTH CHARTER
1. Democracy
2. Human rights
3. International peace, security and economic development
4. Tolerance, respect and understanding
5. Freedom of expression
6. Rule of law
7. Good governance
8. Sustainable development
9. Protecting the environment
10. Access to health, education, food and shelter
11. Gender equality
12. Importance of young people in the commonwealth
13. Recognition of the needs of small states
14. Recognition of the needs of vulnerable states
15. The role of civil society
16. Cyberspace itself
Commonwealth Cyber Governance Principles and Suggested Actions
PRINCIPLE
We contribute to a safe and an effective global cyberspace:
• as a partnership between public and private sectors, civil society and users, a collective creation;
• with multi-stakeholder, transparent and collaborative governance promoting continuous development of cyberspace;
• where investment in cyberspace is encouraged and rewarded;
• by providing sufficient neutrality of the network as a provider of information services;
• by offering stability in the provision of reliable and resilient information services;
• by having standardisation to achieve global interoperability;
• by enabling all to participate with equal opportunity of universal access;
• as an open, distributed, interconnected Internet;
• by providing an environment that is safe for its users, particularly the young and vulnerable;
• made available to users at an affordable price.
EXAMPLES OF PRACTICAL ACTIONS
• Promoting a culture of cybersecurity by raising awareness, setting standards and providing skills development.
• Developing and tailoring national cybersecurity strategies that reflect the particular needs of each member nation while recognising its effect on global security.
• Implementing working models for public-private collaboration in developing and operating cyberspace.
• Identifying the cybersecurity aspects pertinent to the critical infrastructure and developing a collaborative solution with the private sector and other Commonwealth members to exceed minimum cybersecurity standards.
• Developing understanding among policymakers of the key factors about network neutrality: the need for a standardised yet open cyberspace infrastructure, etc.
• Collaborative working across governments and the private sector to provide reliable and affordable access initiatives.
• Developing an understanding by government and private sector decision-makers about protecting market mechanisms for an effective cyberspace that is safe, secure, resilient and rewarding.
• Preparing for, and introducing IPv6 as part of delivering sustainable broadband to citizens.
• Participating in and supporting the work of the Internet.
PRINCIPLE
and social development by:
• enabling innovation and sustainable development and creating greater coherence and synergy, through collaboration and the widespread dissemination of knowledge;
• respecting cultural and linguistic diversity without the imposition of beliefs;
• promoting cross-border delivery of services and free flow of labour in a multilateral trading system;
• allowing free association and interaction between individuals across borders;
• supporting and enhancing digital literacy;
• providing everyone with information that promotes and protects their rights and is relevant to their interests, (e.g. supporting transparent and accountable government);
• enabling and promoting multi-stakeholder partnerships;
• facilitating pan-Commonwealth consultations and international linkages in a globally connected space that also serves local interests.
EXAMPLES OF PRACTICAL ACTIONS
• Creating policy and regulatory frameworks that encourage innovation and entrepreneurship through the safe use of cyberspace for collaboration and the widespread dissemination of knowledge.
• Creating safe, secure online markets for small, and medium-scale enterprises and rural enterprises.
• Setting policy for the public sector, civil society and academia on publishing accessible and comprehensible online data.
• Advice on creating open, transparent and accountable government using cyberspace.
• Providing guidance and creating facilitating policy frameworks for the safe collection and use of electronic patient data to improve health outcomes.
• Providing good practice for online publishing to encourage mutual understanding between cultures.
• Agreeing common, practical cyberspace collaborative working tools to improve international working links.
The guide below offers examples of practical actions that can be implemented by nations to make the cyberspace safe, secure, resilient and rewarding, based on the Commonwealth principles. Against each of the four principles, this guide offers a corresponding set of practical actions, covering policy and technical measures including new technologies, legislation and regulations, organisational structures and international cooperation. For each of these actions, nations may seek capacity-building resources. Commonwealth members may also wish to prioritise their actions as short-term and long-term according to their circumstances, while recognising the impact of their actions on the global community.
PRINCIPLE
We act individually and collectively to tackle cybercrime:
• nations, organisations and society work together to foster respect for the law;
• to develop relevant and proportionate laws to tackle cybercrime effectively;
• to protect our critical national and shared infrastructures;
• meeting internationally-recognised standards and good practice to deliver security;
• with effective government structures working collaboratively within and between states;
• with governments, relevant international organisations and the private sector working closely to prevent and respond to incidents.
EXAMPLES OF PRACTICAL ACTIONS
• Implementing laws to fight cybercrime including computer and network misuse legislation, etc.
• Establishing the necessary organisations, with appropriate authorities and resources to investigate and prosecute cybercrimes.
• Strengthening mechanisms for international co-operation including exchange of information and provision of mutual assistance (adopting current Commonwealth frameworks such as the Harare Scheme on Mutual Assistance in Criminal Matters for the cyber age).
• Identifying national critical information infrastructure and their regional linkages, developing strategies for their protection.
• Developing sufficient expertise in computer forensics and the collection and safe custody of evidence to support criminal prosecution of cybercrimes.
• Following best practice on setting up CERTs for national and local incident response.
• Adopting measures to encourage sharing of incident information between CERTs.
• Implementing international standards, like ISO-27000, in a proportionate and prioritised manner.
PRINCIPLE
We each exercise our rights and meet our responsibilities in cyberspace
• we defend in cyberspace the values of human rights, freedom of expression and privacy as stated in our Charter of the Commonwealth;
• individuals, organisations and nations are empowered through their access to knowledge;
• users benefit from the fruits of their labours; intellectual property is protected accordingly;
• users can benefit from the commercial value of their own information; accordingly, responsibility and liability for information lies with those who create it;
• responsible behaviour demands users all meet minimum cyber-hygiene requirements;
• we protect the vulnerable in society in their use of cyberspace;
• we, individually and collectively, understand the consequences of our actions and our responsibility to cooperate to make the shared environment safe; our obligation is in direct proportion to culpability and capability.
EXAMPLES OF PRACTICAL ACTIONS
• Developing policy and providing guidance on achieving the balance between privacy and freedom of expression.
• Developing policy and providing guidance on the balance between access to knowledge and protecting intellectual property online.
• With ISPs, developing rules for minimum online hygiene requirements and responsible online behaviour, based on internationally-recognised good practice guides.
• Tracking the emerging ideas on how individuals can monetise their data and providing advance assistance to citizens.
• Contributing to international dialogues on respect for human rights and actively seeking to develop consensus.
• Providing materials to teach children and adults about their rights and obligations in cyberspace.
• Providing materials to teach children and adults how to operate safely in cyberspace.
• Putting in place specific measures to protect children and other vulnerable users when online.
Transforming Africa: A continent on the move
Africa has seen exponential growth in the use of mobile phones and the Internet in recent years. Many African countries are driving innovations, for example in mobile money transfer applications — a game changer for people without a formal bank account — contributing to financial inclusion. Close to 7 per cent of households in Africa now have Internet access at home, compared to only 2 per cent in 2008. Nevertheless the digital divide persists, with only 16 per cent of people in Africa using the Internet today.
ITU’s work in Africa over the past four years has focused on regional initiatives approved by the World Telecommunication Development Conference (WTDC 10) held in Hyderabad, India, in 2010. These initiatives aim to build human and institutional capacity; strengthen and harmonize policy and regulatory frameworks to integrate African telecommunication and information and communication technology (ICT) markets; develop broadband infrastructure and boost connectivity; introduce new digital broadcasting technologies; and implement the recommendations of the Connect Africa Summit.
Human and institutional capacities
In order to develop human and institutional capacities, ITU’s Regional Office for Africa has focused on establishing six centres of excellence for English and French speaking countries across the continent. These centres form a network of educational nodes that provide training through both face-to-face workshops and e learning within the scope of the ITU Academy. Target audiences include government authorities, regulators, and senior managers of operators and service providers. ITU provides logistical support and high-level expertise to these centres, which have trained more than 1560 experts from Africa in around 60 different workshops. Also, more than 160 experts were trained via distance-learning courses during the period 2010–2013.
For Portuguese and Spanish speaking countries in Africa, the ITU Academy has delivered e learning workshops free of charge through these centres on topics such as policy and regulation, business management, new technologies and services, universal access, and ICT for rural development. The first train-the-trainers distance-learning workshop was held in June 2012 in Maputo, Mozambique. It was followed by workshops in Guinea Bissau on submarine cables, in Cape Verde on Gigabit passive optical network (GPON) technologies, in Equatorial Guinea on quality of service, in Angola on terrestrial mobile services, and in Sao Tome and Principe on intercommunication business.
Policy and regulatory frameworks
Regional harmonization continues to be a driver of enabling environments. The HIPSSA project — which stands for “Support for the Harmonization of ICT Policies in Sub-Saharan Africa” — launched in Addis Ababa, Ethiopia, in December 2008, has spearheaded this harmonization. HIPSSA has been one of three regional projects under a broader global initiative which ITU in partnership with the European Commission implemented between 2008 and 2013 to address policy and regulatory challenges facing the African, Caribbean and Pacific (ACP) group of countries. Known as “Support for the Establishment of Harmonized Policies for the ICT Market in the ACP”, this initiative has been one of the largest global efforts aimed at both harmonizing and updating polices and legislations to date. It focused on two main areas — cybersecurity and telecommunication — and worked together with the regional organizations and their Member States.
In the case of Africa, ownership of HIPSSA was reflected through the composition of its Steering Committee, which was made up of representatives from the regional economic organizations, the United Nations Economic Commission for Africa (UNECA), and the African Telecommunications Union (ATU). The committee was co-chaired by the African Union Commission and ITU.
HIPSSA has developed model legislation on cybercrimes, electronic transactions and data protection for countries of the Southern African Development Community (SADC) and of the Economic Community of West African States (ECOWAS). Under HIPSSA, technical assistance was given to all the countries that requested it to enable them to transpose these model texts into their national laws. Through the project, regional guidelines were also developed on such topics as submarine cables and universal access and service with the active participation of ECOWAS and the Communication Regulators’ Association of Southern Africa (CRASA). These guidelines were then shared with the whole of Africa in workshops, as well as through specific in-country assistance.
Recognizing the role of the regional economic communities as building blocks in the harmonization process on the continent, ITU’s Regional Office for Africa strengthened SADC’s efforts to harmonize national regulations on quality of service by organizing a workshop on the subject in Pemba, Mozambique in September 2012. In 2013, the office studied possible measures to lower roaming charges and to implement a “roam like a local” regime in SADC countries. The results are expected to be implemented in early 2014. The office also carried out a study for the Common Market for Eastern and Southern Africa (COMESA) with a view to protecting its critical information infrastructure. A workshop for COMESA and SADC regulators, operators and stakeholders on “Consumer Protection in a Converged ICT Environment” was held in Livingstone, Zambia, in December 2013.
In a separate initiative, the Government of Burkina Faso, assisted by ITU, hosted a high-level African Forum on Best Practices in ICT in Ouagadougou in October 2013. Sponsored by Microsoft, the forum positioned the data revolution as an emerging pillar of Africa’s development agenda. It brought together heads of government, ICT ministers, regulators, fixed and mobile network operators, Internet service providers, leaders of the content and knowledge industries, multilateral agencies and international civil society.
Traditional expertise in institutional reform is provided regularly to countries upon request in order to address convergence issues. To date, Burundi, Chad, Equatorial Guinea and Madagascar have requested and received such assistance.
Broadband infrastructure and connectivity
Having collected data to assess the implementation of broadband networks in Africa, ITU has designed interactive broadband maps for each country indicating optical fibre cable length, location of nodes, type of transmission network equipment, network capacity per channel, number of optical fibres within the cable, and transmission network operational status.
Individual national broadband wireless network plans, based on ITU guidelines and recommendations, have so far been developed in Burkina Faso, Burundi, Lesotho, Mali and Rwanda. These countries will benefit from an ITU-McCaw Foundation Broadband Wireless Network project. The project aims to enhance broadband wireless connectivity, develop ICT applications, as well as provide free or low-cost digital access for schools, hospitals, and underserved populations in rural and remote areas of the selected countries. The Broadband Wireless Network is already operational in Burundi and Djibouti.
An ITU project is also improving Internet connectivity in Cape Verde and in Equatorial Guinea, with the aim of implementing national and regional Internet exchange points. Some African countries have already established national Internet exchange points, and peering has emerged as an effective way for Internet service providers to improve operational efficiency and further reduce Internet access costs.
In another project, ITU and Cisco have launched a TelePresence initiative to enable real-time consultation among African Heads of State. By replacing physical meetings, TelePresence will facilitate high-level consultation and decision-making, while saving time and energy and therefore contribution to climate change mitigation by reducing greenhouse gas emissions.
ITU cooperates with regional organizations and United Nations agencies.
ITU and the United Nations Economic Commission for Africa have jointly issued a report entitled “Impact of ICT on Employment and Poverty Reduction in Africa”. The report highlights areas where governments could play a leading role, and where ICT can support governments in reducing unemployment and poverty among disadvantaged groups.
With a view to assisting the New Partnership for Africa’s Development (NEPAD), an ITU expert is studying NEPAD’s activities to draw up a road map for collaboration between ITU and NEPAD for the period 2014–2017.
ITU and the World Health Organization have renewed their commitment to promote and support increased use of ICT in health (e health) in Africa, leveraging the fast-growing network infrastructure in the continent. The two agencies are also collaborating in supporting Member States to adopt appropriate e health policies, in order to properly guide e health development and implementation in countries. Sub-regional workshops were held in Addis Ababa and Dakar, where 13 African countries received orientation on the use of the ITU-WHO eHealth Toolkit. It is designed to help countries develop effective national e health policies. The joint effort will continue until all African countries have fully adopted national e health policies.
ITU is also helping the African Union implement the African Observatory on Science, Technology and Innovation. The observatory will provide a platform for all African countries to collect, process and disseminate data on science, technology and innovation, including ICT. ITU has funded a feasibility study for the platform, and together with the African Union is now considering funding and implementation options, including partnerships.
The full report can be found at: https://itunews.itu.int/En/4941-Africa-BR-Transforming-Africa.note.aspx
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